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1. Introduction 
 
This document is a brief and informal review of the assessments done for Secretary Blackwell in 2003 to 2005 of the DRE voting 
machines.  It does not replace these documents, but provides a guide to the detailed technical analyses, identified risks and risk 
mitigation strategies. 
 
Comments on the review are provided along with a summary of important findings and recommendations. 
 

List of Assessment Reports 
 
The assessment reports available are listed below.  Some have not yet been reviewed, but are included below for completeness.  They 
will be reviewed if there seems to be some value in doing so. 

 
Vendor/Voting 

Machine 

Date Content and Web URL 

Diebold AccuVote 
ES&S iVotronic 
Hart InterCivic eSlate 

November 
21, 2003 

Direct Recording Electronic (DRE) Technical Security Assessment Report  
http://www.sos.state.oh.us/sos/hava/compuware112103.pdf (280 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
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Vendor/Voting 

Machine 

Date Content and Web URL 

Sequoia AVC Edge Telephone: (614) 847-8212 

August 
18, 2004 

Diebold Direct Recording Electronic (DRE) Technical Security Re-Assessment 
Report  
http://www.sos.state.oh.us/sos/hava/diebReasses081804.pdf (121 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
Telephone: (614) 847-8212 

January 
26, 2005 

Diebold Direct Recording Electronic (DRE) Technical Security Re-Assessment 
Report Addendum 
http://www.sos.state.oh.us/sos/hava/diebReassesAdd012605.pdf (29 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
Telephone: (614) 847-8212 

Diebold AccuVote 

April 15, 
2005 

Diebold Direct Recording Electronic (DRE) & Voter Verified Paper Audit Trail 
(VVPAT) Technical Security Assessment Report Addendum 
http://www.sos.state.oh.us/sos/hava/diebAsses041505.pdf (55 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
Telephone: (614) 847-8212 

November 
4, 2005 

ES&S Direct Recording Electronic (DRE) & Voter Verified Paper Audit Trail 
(VVPAT) Technical Security Assessment Report 
http://www.sos.state.oh.us/sos/hava/ess110405.pdf (68 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
Telephone: (614) 847-8212 
This report has not yet been reviewed. 

ES&S iVotronic 
 

May 3, 
2005 

ES&S Direct Recording Electronic (DRE) Technical Security Reassessment Report 
http://www.sos.state.oh.us/sos/hava/essReasses050305.pdf (95 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
Telephone: (614) 847-8212 
This report has not yet been reviewed. 

September 
16, 2005 

Technical Security Reassessment Report Hart InterCivic Direct Recording 
Electronic (DRE) Device 
http://www.sos.state.oh.us/sos/hava/hart091605.pdf (145 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
Telephone: (614) 847-8212 
This report has not yet been reviewed. 

Hart InterCivic eSlate 
 

December 
13, 2005 

Hart InterCivic Direct Recording Electronic (DRE) & Voter Verifiable 
Paper Audit Trail (VVPAT) Technical Security Assessment Report 
http://www.sos.state.oh.us/sos/hava/hart121305.pdf (101 pages) 
Compuware Corporation, 1103 Schrock Road, Suite 205, Columbus, Ohio 43229.  
Telephone: (614) 847-8212 
This report has not yet been reviewed. 

 

Reading This Review 
 
• I created a table for each Assessment Report with the following columns 

• Section: The name and page number of the section in the report 

• Content Summary: A summary of the information the report. Both positive and negative results are included, but 
negative results are included more frequently since they might be of more interest. 

• Comments: Comments on the content. 
 

• Each assessment report follows the same process.  The important steps are these 

• Step 1: Characteristics. This presents an overview of how the voting machines work with the Election Management 
System (EMS), voters get authorized to vote, and results are produced. 

• Step 3: Vulnerability Identification: This is a list of tests performed and what the results were.  Most results indicate 
acceptable behavior and some include problems (aka, vulnerabilities or risks).  Risks are sometimes listed more than once 
since they may show up in more than one test. 

• Step 6: Impact Analysis: The impact of each risk is assessed.   
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• Step 7: Determine Risks: The tests results from section 3 are presented again with an additional column that lists any 
risk(s) identified by the test.  After the list of tests, a separate table is presented with just the risks and Compuware’s 
assessment of 1) likelihood, 2) impact if risk occurs, and 3) overall risk   Risks are sometimes listed more than once. 

• Step 8: Risk Mitigation Strategies: The risks are listed with a “Risk Mitigation Strategy”.  This term is used frequently 
and understanding this concept is important.  A risk is a possible problem or vulnerability.  A Risk Mitigation Strategy is 
an action that could be taken to reduce or eliminate the risk.  Risk Mitigation Strategies sometimes are listed more than 
once if they address more than one risk. 

• Step 9: Document Results: The high level risks from Step 8 are repeated and the overall conclusion is stated. 
 

Compuware followed the methodology documented in National Institute of Standards (NIST) SP 800-30, 
Risk Management Guide for Information Technology Systems.  The NISTSP 800-30 document can be found 
here: http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf 

 
You may also want to review Attachment A Risk Assessment Methodology (p A1-A19) in the initial November 21, 
2003 assessment. 

 
This is a minor point, but as I understand the process, risks  

• first show up in the test results in Step 3 

• are in Step 6 with an impact rating 

• are in Step 7 with an assessment of likelihood and an overall risk level 

• are in Step 8 with a risk mitigation strategy 
While this is mostly true, there are exceptions.  For example, there were some risks in Step 6 that I could not find in Step 
3.  I have not attempted to list all of these possible discrepancies. 

 

• Direct quotes from one of the assessment reports are shown in courier font. 
 

• I had no way to verify the accuracy of individual tests.  For example, one test included a mock election and Compuware’s report 
states that the vote counts provided by the voting machine were accurate.  I cannot verify the accuracy of the result, but can 
comment on its usefulness or recommendations for addressing problems found. 

 

• With so much information to read and reference and my limited proofreading skills, there are bound to be mistakes and omissions.  
If you find something wrong, let me know. 

 

Reviewer  
• My experience relevant to this review includes 

• 12 years as a software developer 

• 12 years as a software Quality Assurance Manager 

• 7 years as software Project Manager (there is some overlap with time as Quality Assurance Manager) 

• Working as an Election Day Technician for Cuyahoga County in the May 2006 and November 2006 elections. 

• 12 hours of training on Diebold AccuVote-TSX (4 hours before the May 2006 election and 8 hours before the November 
2006 election) 

• Performing detailed reviews of the Cuyahoga County Poll Worker manual and Election Day Technician manual for the 
May 2006 election. Comments were provided to the Cuyahoga County BOE and discussed with BOE staff. 

• Performing detailed reviews of the Cuyahoga County Security Plan and Poll Worker manual for the November 2006 
election. Comments on the Security Plan were provided to the Cuyahoga County BOE.  Note: Cuyahoga County did not 
provide a separate manual for Election Day Technicians for the November 2006 election, but did distribute a manual from 
Diebold. 

• I have no experience with 

• voting machines from ES&S, Hart InterCivic, and Sequoia Systems.  Comments in these areas of the review are based on 
similar experience with the Diebold AccuVote-TSX and general technical experience 

• encryption techniques although I understand the concepts 

• with the NIST SP 800-30 methodology although I skimmed the material.  I do have significant experience with risk 
analysis and mitigation since it is a standard part of software system projects. 

• Full disclosure 

• All the time spent on this report was uncompensated 

• I have no financial interest in any of the companies involved 

• I did receive a total of $610 from the Cuyahoga County BOE for working on the May and November 2006 elections 
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2. Diebold 
 

List of Diebold Reports 
 
The reports reviewed are listed in this table.  The first report included multiple voting machines.  The colors shown in this 
table are also used in the review to identify the report. 

 
Report Title Date Content and Web URL 

Direct Recording 
Electronic (DRE) 
Technical Security 
Assessment Report 

November 21, 
2003 

A security assessment and validation of the Direct Recording Electronic (DRE) 
voting machines from the four vendors qualified by the Ohio SOS. 
 

• AccuVote-TS from Diebold Election Systems 

• iVotronic from Election Systems and Software (ES&S) 

• eSlate 3000 from Hart InterCivic 

• AVC Edge from Sequoia Voting Systems 
 
http://www.sos.state.oh.us/sos/hava/compuware112103.pdf 

Diebold Direct 
Recording Electronic 
(DRE) Technical 
Security Re-
Assessment Report 

August 18, 2004 A re-assessment and re-validation of the Diebold DRE.  It includes  

• An assessment of the AccuVote-TSX (the November 21, 2003 report covered 
the AccuVote-TS) 

• Validating that risks identified in the November 21, 2003 report have been 
addressed 

• Re-running all tests from the original assessment to ensure that new code did 
not negatively impact existing code 

 
http://www.sos.state.oh.us/sos/hava/diebReasses081804.pdf 

Diebold Direct 
Recording Electronic 
(DRE) Technical 
Security Re-
Assessment Report 
Addendum 

January 26, 2005 An addendum to the November 2003 and August 2004 assessments.  Diebold 
added Digital Guardian to the GEMS server to address risks 3.07 and 3.41.   
 
The purpose of this assessment was to retest those specific security issues. 
 
http://www.sos.state.oh.us/sos/hava/diebReassesAdd012605.pdf 

Diebold Direct 
Recording Electronic 
(DRE) & Voter 
Verified Paper Audit 
Trail (VVPAT) 
Technical Security 
Assessment Report 
Addendum 

April 15, 2005 A re-assessment and re-validation of the Diebold DRE.  It includes  

• Additional tests added to cover the Voter Verified Paper Audit Trail 
(VVPAT) 

• Re-running all tests from the original assessments to ensure that new code did 
not negatively impact existing code 

 
http://www.sos.state.oh.us/sos/hava/diebAsses041505.pdf 
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Diebold Assessment Review 
 
Section Content Summary - Diebold Comments 

Introduction  
(p 1-3) 
 

This section states the objective  
 
“.. conduct an extensive security assessment and 
validation of the Direct Recording Electronic (DRE) 
voting machines from four vendors who were qualified by 
the SOS to help upgrade the state’s voting systems as 
required by the Help America Vote Act of 2002 (HAVA): 
• AccuVote-TS from Diebold Election Systems 
• iVotronic from Election Systems and Software (ES&S) 
• eSlate 3000 from Hart InterCivic 
• AVC Edge from Sequoia Voting Systems” 
 

It includes a description of the work conducted: “...a technical 
review and test of the source code, operating systems, 
and hardware platforms of the DRE’s.”  The report includes 
risks identified, strategies to reduce or eliminate the risks (i.e., 
“risk mitigation strategies”), and recommendations 
 
InfoSENTRY (an independent consulting firm) is: 
 
“.. conducting an evaluation of the administrative 
policies and procedures utilized by the voting system 
vendors to ensure that security is built in and 
maintained in their voting systems, and evaluating the 
state’s administrative processes;” 
 
RJV Consulting (an independent consulting firm) served in an 
advisory capacity regarding issues in the “procurement contract 
process.” 

 

The first sentence makes it clear 
that this report is a security 
assessment.  Security is 
important, but does not 
guarantee an accurate election 
since human error or procedural 
complexity can still occur. 
 
The documents  from 
InfoSENTRY and RJV 
Consulting should be found and 
reviewed as well 

Work in 
Scope  
(p 4-5)  
 

Regarding scope: “...the scope is limited to the various 
hardware and software components of the DRE plus any 
data input or output streams which service the DRE.” 
 
The primary example of data streams is the ballot definition 
information that comes from the Election Management System 
(EMS). 
 
The assessment was performed on the versions of hardware and 
software approved for use in Ohio at the time of the assessment 
although more recent versions were available from the vendor.   
 
A list of tasks in scope was provided: 

• Identify the components of the DRE and data that goes into 
and comes out of the DRE 

• Identify what the DRE must do (requirements) to operate in a 
secure environment 

• Create tests to determine if requirements were met 

• Review hardware (“platform review”) to determine potential 
risk areas. 

• Test the application (“physical test”) 

• Identify potential risks including likelihood to happen and 
severity 

• Identify ways (“mitigation strategies”) to reduce or eliminate 
risks. 

 

Work in 
Scope  
(Diebold Re-

Updated table for Diebold (changes in italics) 

 
Vendor Hardware Software 

• AccuVote TS replaced by 
TSX.   

• New version of GEMS.   
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Section Content Summary - Diebold Comments 

Assessment , 
Aug 18, 2004, 
p 3)  
 

Diebold 
Information 
Systems 

• AccuVote TSX 

Windows CE 4.1 

• Boot Loader 4-16-

2004 

• Voter Card 

Encoder from 

Spyrus 

• Global Election 
Management 
System (GEMS), 
version 1.18.22 

• Ballot Station for 

AccuVote-TSX 

4.5.1 

• Key Card Tool 

version 1.0.1 

• Voter Card 

Encoder 1.3.2 

• OpenSSL .97c  

• Key Card Tool is new. 

• Voter Card Encoder listed 
as being from Spyrus. 

• New version of Voter Card 
Encoder (and now listed 
under Software instead of 
Hardware. 

Work in 
Scope  
(Diebold 
Addendum, 
Jan 26, 2005, 
p 4)  

This assessment covered two important risks identified related to 
the use of GEMS: 
 

• 3.07 The EMS software shall not allow unauthorized 
modification of the Ballot Definition data 

• 3.41 The Tally software shall not allow modification of the 
vote count. 

 
Diebold provided a new GEMS server with the addition of Digital 
Guardian to address these risks. 

 

Work in 
Scope  
(Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 4)  

From the document: 
 
• Repeat the complete set of tests executed in 

previous assessments on the AccuVote-TSX DRE 
• Attempt to modify the Ballot Definition in the GEMS 

Server protected by Digital Guardian using a 
database/viewer program 

• Create and execute additional test scenarios to test 
the newly attached VVPAT device. 

 

Methodology 
and Approach 
(p 6-8) 
 

This section describes the process.  Compuware followed 
methodology document in National Institute of Standards (NIST) 
SP 800-30, Risk Management Guide for Information Technology 

Systems  
 
Platform Review describes how DRE’s were reviewed (e.g., 
study literature, talk with vendor, analyze hardware and network 
components, identify threats, recommend mitigation strategies) 
 
Code Review describes how source code was reviewed (e.g., 
review coding practices, review security features and error 
handling, review database and third party security, review 
documentation).  A note mentions that time was limited and it was 
not possible to review all source code.  It does not mention 
whether the vendor or Compuware selected the code to be 
reviewed. 

The NISTSP 800-30 document 
can be found here: 
http://csrc.nist.gov/publications/
nistpubs/800-30/sp800-30.pdf 
 
It would have been very helpful 
if Compuware had provided a 
similarly detailed description of 
their approach to Physical 
Testing. 

DRE System 
Interfaces and 
Tasks 
(p 9) 
 

This section describes the interfaces to/from and tasks done by a 
DRE. 
 
Diagram and table shows data going in and out of DRE and the 
user interfaces: 

• Ballot definition entered into Election Management System 
(EMS) and transferred to DRE 

• Logic and Accuracy Testing (LAT) performed 

• On Election Day, poll workers setup DRE and run zero report 

• Poll workers provide authorization to vote (e.g., card) to 
voters 

The “result tape” is generic term 
that will have different names 
for different voting systems 
(e.g., this is called a “Long 
Report” in the Cuyahoga County 
documentation for closing an 
election using the AccuVote). 
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Section Content Summary - Diebold Comments 

• Voters vote 

• At end of day, poll workers print result tape, post results, 
gather remote media (e.g., memory cards) and send to BOE 

• BOE loads media into a reader which uploads totals into EMS 
which produces totals 

Work 
Flow/Process 
Model 
(p 11) 

Describes election workflow (essentially the same as DRE System 
Interfaces above) 

 

Environment 
(p 13) 

Detailed hardware configuration of machines tested (e.g., 
processor, memory, operating system) 
 
Detailed software configuration of machines tested (e.g., 
firmware, user interface, internal storage) 

 

Requirements 
Identified 
(p 16) 

Count of requirements (software features) that will be tested 
 

Vendor Number of 

Requirements 

Number Not 

Applicable 

Diebold 96 1 

ES&S 96 1 

Hart InterCivic 96 1 

Sequoia 96 1  

 

Requirements 
(Diebold 
Addendum, 
Jan 26, 2005, 
p 8)  

This assessment deals with two requirements (3.07, 3.41) from the 
original assessment. 

 

Test 
Scenarios  
(p 16) 

Count of tests conducted during assessment 
 

Vendor Code 

Review 

Platform 

Review 

Physical 

Tests 

Total 

Diebold 30 18 47 95 

ES&S 30 18 47 95 

Hart 
InterCivic 

30 18 46 94 

Sequoia 30 18 47 95  

 

Test 
Scenarios 
(Diebold 
Addendum, 
Jan 26, 2005, 
p 8)  

22 Physical Test scenarios were identified.  Two of the tests 
(3.41a, 3.41b) are additions to an existing test.  The other twenty 
are called Supplemental Tests.  These are prefixed with an S. 
 

Vendor Code 

Review 

Platform 

Review 

Physical 

Tests 

Total 

Diebold 0 0 22 22  

 

Environment 
(Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 4)  

 

Vendor Code 

Review 

Platform 

Review 

Physical 

Tests 

Total 

Diebold 30 18 49 97 

Diebold 
(S1) 

0 20 0 20 

Diebold 
(S2)  

0 12 6 18 

Total 30 50 55 135  

The 20 tests added in the Jan 
2005 assessment were included 
under Physical Tests in that 
document.  Here they seem to be 
included in Platform Review. 

Risks 
Identified  
(p 17) 

Risks are assigned a likelihood of LOW, MEDIUM, or HIGH and 
an impact of LOW, MEDIUM, or HIGH.  An overall risk level 
was assigned by combining the two. 

 

General 
Vulnerabilitie

Compuware provided a list of general recommendations. 
 

It is very important to note 
Compuware’s statement that 
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Section Content Summary - Diebold Comments 

s  
(p 17) 

1. The SOS should implement an Information Technology 
and Security Policy Standards Document for all 
related material within any election using a DRE 
system. 

2. The SOS needs to consider the creation of a Security 
Director position to oversee Policies, Procedures, 
Information Technology and Security concerns 
regarding any election in which a DRE system is 
used. 

3. The SOS should consider the implementation of a 
statewide set of security policies and standards for 
all counties to follow when using any DRE system. 

4. After the above three recommendations have been 
addressed, the SOS will need to consider the 
creation of a formal Security Training and Awareness 
Program for all counties. 

5. The SOS should require Ohio Voting Machine vendors 
to demonstrate their software development 
capabilities by achieving Software Engineering 
Institute CMM Level 2 certification within one year 
and achieving CMM Level 3 certification within three 
years.  

6. As new versions of DRE software and hardware are 
released for use in Ohio, the SOS should conduct 
independent testing similar to this assessment to 
ensure the voting systems continue to meet all 
necessary security requirements. 

 
Compuware added these notes  
 
• The recommendations assume DRE systems are not 

connected to a network and if DRE’s are connected to 
a network, the recommendations would have to be 
amended. 

• SOS currently has no formal policies and guidelines.  
If BOE’s conduct elections without this, there is a 
high risk of vulnerabilities. 

there is a high risk of 
vulnerabilities if BOE’s conduct 
elections without a formal set of 
policies and guidelines. 
 
The current Secretary of State 
must  

• determine if these actions 
were taken 

• for actions that were taken, 
determine what monitoring 
is necessary to ensure that 
procedures and policies are 
followed consistently 

• for actions not taken, 
determine if an appropriate 
alternative action was taken  

 
Regarding CMM, Level 5 is the 
highest, so Level 2 is far from 
the best.  Level 3 should a 
minimum. 

 

Overview  
(p 21) 

Hardware tested 

• AccuVote-TS R6, firmware version 4.3.15 

• Voter Card Encoder version 1.1.6 
Software tested 

• Global Election Management System (GEMS) version 
1.18.18 

 

Environment 
(Diebold Re-
Assessment, 
Aug 18, 2004, 
p 24)  
 

Hardware Configuration Changes for Diebold 

• Windows CE version changed from 3.0 to 4.1 

• Phone jack added 

• Input Interfaces removed: IrDA, Keyboard 
 
Software Configuration Changes for Diebold 

• Firmware removed: Diebold proprietary firmware  

• Firmware added: Boot Loader 4-16-2004, Ballot Station 4.5.1 

• Security added: Smart Card security keys can be modified for 
each election, some components are encrypted 

Does adding a phone jack add a 
security risk? 

Environment 
(Diebold 
Addendum, 
Jan 26, 2005, 
p 4)  

Hardware Configuration Changes for Diebold (compared to Aug 
2004 assessment) 

• Processor  Type for AccuVote TSX changed from Hitachi to 
Intel 

• Processor Clock Speed changed from 118 MHz to 400 MHz 

• Flash memory increased from 16MB to 32 MB. 

• Detail added for previously tested and new GEMS servers 
 
Software Configuration Changes for Diebold 

• None 

• It is not clear to me why the 
Processor Type and speed 
for the AccuVote-TSX 
should change since this 
review is for changes to the 
GEMS server. 

Environment Hardware Configuration Changes for Diebold (compared to Jan  
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Section Content Summary - Diebold Comments 

(Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 4)  

2005 assessment) 
 

• Voter Verified Paper Audit Trail Device added. 
 
Software Configuration Changes for Diebold 

• None 

Step 1: 
Characterizati
on of the 
AccuVote-TS 
Voting 
System  
(p 21-28) 

This section includes  

• System interfaces 

• Process model which includes description of steps taken by 
BOE, poll workers, and voters 

• Hardware, software, and network configuration  
 
Work flow summary 

• Election Management Software (EMS) is Global Election 
Management Software (GEMS) 

• Ballot definition is created in GEMS and loaded to each 
AccuVote-TS. 

• Poll workers create voter authorization on a Smart Card using 
the Voter Card Encoder 

• Voter takes voter card as authorization to AccuVote-TS 

• Voting results are stored in PCMCIA card which is removed 
by the poll workers, sent to the BOE, and uploaded into 
GEMS to count and print the final results. 

 

 

Step 2: Threat 
Identification  
(p 29) 

This brief section is a list of potential threats (e.g., hacker breaks 
into system because it is a challenge, campaign staff attempts to 
change outcome of an election). 
 
This section appears to be the same for each voting machine. 

The list of threats comes mostly 
from NIST SP 800-30.  
Compuware appropriately added 
“Campaign and Political 
entities” as a threat.   

Step 3: 
Vulnerability 
Identification 
Code Review 
(p 30-36) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
result.   The first part of this section involves Code Review.  Code 
Review includes a review of the software source code and is 
described in detail on pages 6-8. 
 
An example of a Code Review Requirement is 1.10: 
 

Requirement: The system shall be divided into modules. 

Test Scenario: The source code will be visually reviewed 
to verify if the code has been properly modularized.  
Modules should be an appropriate length and encapsulate 
related functionality. 
 
The tests are subdivided into the following groups 
 

Group Comments 

1.01-1.02: 
Standardization 

Positive comments 

1.03-1.05: Coding 
Conventions 

Positive comments 

1.06-1.09: Code 
Documentation 

Mostly positive comments, but a few 
problems related to comments in the 
code. 

1.10-1.12: Coding 
Complexity 

Mostly positive comments, but a few 
problems related to module size. 

1.13-1.14: 
Classes/Modules 

Positive comments 

1.15-1.16: Third Diebold uses several third party 

1.01-1.12: These tests involve 
reviewing vendor source code 
and evaluating how well it 
follows good programming 
practices.  Good programming 
practices do not guarantee good 
code, but indicate a disciplined 
software development process.   
 
It would have been helpful if 
Compuware had provided some 
metrics for assertions in some of 
these sections.   
 
For example, test 1.10 evaluates 
the division of the code into 
modules.  Modules that are too 
large tend to become complex 
and more prone to defects.  

Compuware states “though 
some modules are long, 
their size is appropriate”, 
but gives no details.   
 
They could have counted the 
modules and provided the 
average number of lines of code 
or instructions per module and 
how many were above a stated 
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Party 
Components 

components.  Updates come from source 
code owner.  One component is an open 
source component (i.e., available to 
anyone). 

1.17-1.18: 
Database Review 

Not applicable since a database is not 
used. 

1.19-1.22: Data 
Integrity 

Description of voter access card and how 
votes are stored. 

1.23-1.31: 
Encryption 
Standards 

Use of encryption described including a 
few potential problems. 

 
Note: On page 8 of the report Compuware notes that because of 

“the short time frame of the project it was not 
possible to review every single line of code in the 
applications.”  
 

size that Compuware feels is a 
reasonable maximum. 
 
It also would have been helpful 
to know if they received all the 
source code from the vendor, 
what percentage of the code was 
reviewed, and how that subset 
was selected. 

 

1.17: Although the AccuVote-
TS do not have a database, 
GEMS does have one.  This is 
mentioned in test 1.17 for the 
BOSS EMS for Hart InterCivic. 
 
1.17: This testing did not reveal 
an important DB performance 
and reliability issue.  GEMS use 
of a Microsoft Access database 
has caused problems in 
Cuyahoga County become of 
because of memory and/or file 
size limitations.  I understand 
that this has required restarting 
Microsoft Access every 60-90 
minutes during tabulation (more 
specific information is needed 
on this). 
Microsoft Access is generally 
intended for home and small 
business use while Microsoft 
SQL Server is intended for usage 
where higher volume, reliability, 
and multiple user access is 
important.  GEMS 2.1.6 support 
Microsoft SQL Server. 

 

1.26: If the DES encryption key 
is hard coded in the system, it is 
probably the same for all 
AccuVote installations.  If so, a 
person who has this key may be 
able break the encryption 
strategy for all counties in the 
country that use AccuVote 
machines. 

Step 3: 
Vulnerability 
Identification 
Code Review 
(Diebold Re-
Assessment, 
Aug 18, 2004, 
p 27-39)  
 

The same code review steps were done.  
 

The first 14 Code Review tests (1.01-1.14) all begin with “The 
Code for AccuVote-TSX DRE has been certified as FEC 
2002 Compliant.” 
 

Group Comments 

1.01-1.02: 
Standardization 

Nov 2003: Only positive comments 
Aug 2004: Three negative comments 

1.03-1.05: Coding 
Conventions 

Nov 2003: Only positive comments 
Aug 2004: Six negative comments 

1:04: This test is related to the 
naming of variables and 
functions.  Compuware says (in 
1.11) that this has improved yet 
there were no negative 
comments in Nov 2003 and in 
Aug 2004 their comment is 
“Some areas could use more 
descriptive names and comments 
describing their content.”  If 
there was an improvement, why 
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1.06-1.09: Code 
Documentation 

Nov 2003: Three negative comments.   
Aug 2004: Five negative comments 
Design documents for Voter Card 
Encoder were not available for review. 

1.10-1.12: Coding 
Complexity 

Nov 2003: Only positive comments 
Aug 2004: Six negative comments 
Compuware states that FEC 2002 
Compliance has improved variable 
naming. 

1.13-1.14: 
Classes/Modules 

Nov 2003: Only positive comments 
Aug 2004: Three negative comments 

1.15-1.16: Third 
Party 
Components 

Nothing new. 

1.17-1.18: 
Database Review 

Diebold has encrypted votes cast and 
audit log, but not ballot definition or data 
on the voter access card.  Compuware 

also mentioned that “no additional 
security found on the removable 
media to prevent access or change 
contents.” 

1.19-1.22: Data 
Integrity 

Encryption now used “when the ballot 
is written”.  Supervisor password can 
now be changed and can be up to 10 
characters. 

1.23-1.31: 
Encryption 
Standards 

Diebold has encrypted votes cast and 
audit log.  Voter access cards are now 
keyed to an election, so they cannot be 
used for a future election.  Supervisor 
password is stored on the smart card  

were there no negative 
comments in Nov 2003? 
 
1.21: Allowing the supervisor 
password to be set (instead of 
being hard coded) is a significant 
improvement. 
 
 
 

Vulnerability 
Identification 
Code Review 
(Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 8-20)  

The same code review steps were done.  
 

The first 14 Code Review tests (1.01-1.14) all begin with “The 
Code for AccuVote-TSX DRE has been certified as FEC 
2002 Compliant.” 
 

Group Comments 

1.01-1.02: 
Standardization 

Nov 2003: Only positive comments 
Aug 2004: Three negative comments 
Apr 2005: No changes 

1.03-1.05: Coding 
Conventions 

Nov 2003: Only positive comments 
Aug 2004: Six negative comments 
Apr 2005: One more negative comment 

1.06-1.09: Code 
Documentation 

Nov 2003: Three negative comments.   
Aug 2004: Five negative comments 
Design documents for Voter Card 
Encoder were not available for review. 
Apr 2005: No changes 

1.10-1.12: Coding 
Complexity 

Nov 2003: Only positive comments 
Aug 2004: Six negative comments 
Compuware states that FEC 2002 
Compliance has improved variable 
naming. 
Apr 2005: Two more negative comments 

1.13-1.14: 
Classes/Modules 

Nov 2003: Only positive comments 
Aug 2004: Three negative comments 
Apr 2005: No changes 

1.15-1.16: Third Printing bar codes on VVPAT adds a 

 



CASE_OH_DRE_Review_20070618.doc    Page 12 of 50 

Section Content Summary - Diebold Comments 

Party 
Components 

PDF417 and barcode open source utility. 

1.17-1.18: 
Database Review 

No changes in results.  Clarified that 
statement about “card” refers to 
“PCMCIA card”. 

1.19-1.22: Data 
Integrity 

Added comments about how voter access 
card works.  Mentioned that an 
Administrator card has been added so pre 
& post election administration functions 
done by BOE staff cannot be performed 
by poll workers. 

1.23-1.31: 
Encryption 
Standards 

Diebold has switched to AES encryption.  
There are still references to DES which 
should be clarified.  

Step 3: 
Vulnerability 
Identification 
Platform 
Review 
(p 37-41) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The second part of this section involves Platform Review.  
Platform Review includes a review of the hardware and is 
described in detail on pages 6-8.  Requirement numbers are 2.01-

2.18 

 
An example of a Platform Review Requirement is 2.16: 
 

Requirement: The system shall have a programmable memory 
device that is sealed in the unit with means of tamper 
detection. 

Test Scenario: Inspect the hardware design documents and 
physical hardware. 
Highlights of comments 
 

• Unable to create a counterfeit voter card or turn a valid voter 
card into a supervisor card. 

• Unable to modify Ballot Definition file, install a program on 
PCMCIA card, or modify AccuVote-TS software. 

• Able to freeze voting machine with PCMCIA door open and 
following specific steps. 

• PIN for Supervisor card is same for all cards and was easily 
guessed 

• Unit works properly without power and retains information 
after battery runs out 

 
 

2.01-2.15: Many of these tests 
involve attempting to break the 
security on the voting machine.  
For example, Test 2.03 involves 
attempting to install a program 
on a PCMCIA card.  The fact 
that Compuware was unable to 
break any of the security barriers 
does not mean that it is 
impossible. 
 
There are companies that 
specialize in testing security by 
attempting to break it.  Engaging 
a company like this might be a 
good idea. 
 
2.06 (& 3.01): The AccuVote 
does have a key to protect ports 
and the memory card.  However, 
the same key is used for all 
machines, is a simple key 
reportedly available at hardware 
stores, and the compartment was 
opened quickly in the Princeton 
video 
(http://itpolicy.princeton.edu/vot
ing/). 
 
2.16: The test includes 
reviewing hardware design 
documents, but no mention of 
this was made. 

Step 3: 
Vulnerability 
Identification 
Platform 
Review 
(Diebold Re-
Assessment, 
Aug 18, 2004, 
p 40-43)  

The same platform review steps were done.   Changes 

• 2.06: Keyboard port no longer available 

• 2.09: Supervisor password is no longer hard coded 

• 2.13: “AccuVote-TSX is not on a network and uses a 
direct connection to the management software within 
a few feet”.  GEMS is the election management software. 

• 2.16: Same results, but added note that door protecting 
memory card has no tampering protection. 

 
 

2.13: There is one GEMS server 
and many AccuVote-TSX’s.  
Does each TSX have to be 
connected to the GEMS server 
and be within a few feet of it?  In 
Cuyahoga County, there are over 
5,000 TSX’s.  If this is correct, it 
seems like a huge administrative 
effort. 

Vulnerability The same platform review steps were done.   Changes  
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Identification 
Platform 
Review 
(Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 20-23)  

• 2.04, 2.05, 2.08: “PCMCIA card was removed for testing 
as in normal operations” 

 
 

Step 3: 
Vulnerability 
Identification 
Physical 
Testing 
(p 41-48) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The third part of this section involves Physical Testing.  
Physical Testing includes testing the functionality of the hardware 
and software.  Requirement numbers are 3.01-3.47 
 
An example of a Physical Test Requirement is 3.01: 
 

Requirement: There shall be a programmable memory device 
sealed in unit with means of tamper detection. 

Test Scenario: Check PCMCIA card to determine whether it 
can be removed easily and can be locked. 
 
Highlights of comments 

• PCMCIA card cannot be removed when unit is locked 

• Logic Accuracy Tests were successful and printed results on 
audit log. 

• Ballot Definition can be viewed and modified in Microsoft 
Access 

• Able to cast a vote with a voter access card and the card is 
automatically deactivated for voting 

• Supervisor card cannot change or view vote results, but can 
close the election. 

• All actions are recorded in the audit log sequentially. 

• Post election reports matched mock election 

• Able to alter vote counts and delete audit log records in 
Microsoft Access 

 

 
3.01: The AccuVote does have a 
key to protect ports and the 
memory card.  However, the 
same key is used for all 
machines, is a simple key 
reportedly available at hardware 
stores, and the compartment was 
opened quickly in the Princeton 
video.  

 

3.29: Compuware assumes 
curtains will be used to provide 
privacy to the voter.  Is this a 
requirement for all BOE’s that 
use AccuVote-TS?  They are not 
used in Cuyahoga County.  The 
AccuVote-TSX does have a 
plastic privacy screen, but it 
opens quite wide and seems to 
provide little protection. 
 

 

Step 3: 
Vulnerability 
Identification 
Physical 
Testing 
(Diebold Re-
Assessment, 
Aug 18, 2004, 
p 43-53)  

The same physical testing steps were done.   Changes 

• 3.06: AccuVote-TSX has a test mode 

• 3.09, 3.10, 3.11: Same results, but more detail provided on 
what was tested. 

• 3.15: Supervisor PIN can be set in GEMS. 

• 3.20: Same results, but more detail provided on what was 
tested. 

• 3.29: TSX has limited privacy provisions. 

• 3.30: There is no longer a mention of curtains being used 
around the voting machines. 

 
 

3.15: It is not clear if the 
supervisor password can be set 
to different values for each DRE 
or whether it is same for all 
DRE’s.   If it is always the same, 
then many people (perhaps 
thousands depending on the size 
of the county) will know the 
password which greatly reduces 
security.  If the password can be 
different on each machine, there 
is a very complicated logistical 
problem of how to set them all 
differently and communicate the 
password accurately and 
securely to each precinct.   
 
3.29: Having worked with the 
TSX, I agree that the privacy 
screens are of limited value. 
When you consider that the 
machines are typically daisy 
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chained together to have access 
to power, and that poll workers 
want to be to have them close by 
to prevent someone from 
walking away with a voter 
access card, privacy becomes 
very difficult. 

Test Results 
(Diebold 
Addendum, 
Jan 26, 2005, 
p 8)  

Highlights 
 
The following operations were prevented by Digital Guardian or 
other security settings 

• Copying or renaming the MS Access database from the 
GEMS Server 

• Copying a Visual Basic program to the GEMS Server 

• Accessing the Microsoft Access DB through the Ethernet port 

• Modifying Windows Server Configuration Settings 

• Opening Notepad 

• Make Windows Security changes to Digital Guardian files 

• Uninstall Digital Guardian 
 
The following issues were noted 

• Able to copy REGEDIT to server in SAFE mode and then 
able to use REGEDIT in SAFE or Normal Mode 

• Able to view event logs in SAFE mode. 

• Notepad can open and view, but not modify the GEMS 
Microsoft Access database 

 
Compuware contacted Diebold about the problems found in SAFE 
mode.  This turned out to be a defect in Digital Guardian.  On the 
final day of testing, a Diebold patch was loaded and all operations 
allowed in SAFE mode were no longer possible. 

It is encouraging that the patch 
resolved the SAFE mode 
problems, but it is not reassuring 
that Diebold provided the Digital 
Guardian solution for official 
testing with such a fundamental 
flaw.  
 
It is also disconcerting that the 
patch was provided on the final 
day of testing.  This means that 
all other testing was done on a 
different version of Digital 
Guardian.  If this version was 
different from the version 
2.2.0.4822 (listed on page 8), 
then the patch version should be 
specified since that is what 
BOE’s should use. 

Vulnerability 
Identification 
Physical 
Testing 
 (Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 23-37)  

The same platform review steps were done.   Changes 

• 3.27, 3.31: Noted that VVPAT creates a sequential record of 
votes and when combined with precinct voting records, it may 
be possible to connect votes to a specific voter. 

• 3.30, 3.34, 3.37: Noted that a paper record of votes cast is in 
paper canister prior to poll closing (election results should be 
available before poll closing). 

• 3.32: Describes how voter change selections after reviewing 
VVPAT. 

 
Supplemental tests related to adding Digital Guardian to GEMS 
server.  Changes from Jan 2005 addendum. 

• S.05: Able to change the BIOS with BIOS password 

• S.10: REGEDIT on GEMS Server and able to make registry 
changes. 

• S.13: Testers were able to uninstall GEMS although they 
were not able to uninstall the GEMS database. 

• S.14: Patch from Verdasys resolved original issues related to 
access to USB, CD, and diskette drives in SAFE mode. 

• S.15: Could not run simple program 

• S.16: Tester was not able to modify GEMS DB in SAFE 
mode 

• S.17: DB was not viewable through Notepad 
 
Supplemental tests related to VVPAT.  Highlights 

• S2.01-07: Describes VVPAT printer unit: casing is plastic, 

S2.06: I don’t know what the 
JCARR guidelines are, but from 
my experience with the TSX, I 
think someone with impaired 
vision would have difficulty 
reading the VVPAT.   
 
Studies confirm that most voters 
do not review their vote. There 
are several ways to address this 
problem, but it certainly does 
need attention. 
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secured by two locks, holds one spool of paper, ballot is 
printed in Arial 9 point font, comes with a magnifying plate to 
increase type size to meet the JCARR guidelines. 

• S2.06, S2.08: Font size of VVPAT print “does not appear to 
meet the type size increase to a 25 point font.” 

• S2.11-12: Ballots counts matched in mock election 

• S2.14: Ballot is behind locked access panel 

• S2.15-16: Voter can reject ballot twice 

Step 4: 
Controls 
Analysis 
 (p 49) 

This brief section states that HAVA requires a security plan for 
electronic voting systems which will be developed by the SOS 
based on the Compuware and InfoSENTRY reports. 
 
This section appears to be the same for each voting machine. 

Does this security plan exist for 
the SOS and each BOE?  What 
actions are taken to monitor 
compliance with provisions in 
the security plan? 

Step 5: Threat 
Likelihood  
(p 50) 

This section includes a list of possible vulnerabilities (e.g., 
hacking, fraud and theft) and assessment (High, Medium, Low) of 
their likelihood.   
 
This section appears to be the same for each voting machine. 

NIST SP 800-30 includes a 
definition of High, Medium, and 
Low which would be a minor, 
but useful addition to the report. 
 

Step 6: 
Impact 
Analysis  
(p 51-52) 

This section includes a list of the vulnerabilities identified and as 
assessment of their impact.   These vulnerabilities come from the 
Test Results in Step 3.  
 
Vulnerability Summary 
 

Review High Medium Low 

Code 0 0 3 

Platform 2 3 0 

Physical Testing 2 1 0 

Total 4 4 3  

Compuware gives some general 
background on how the risk 
impact level is assigned, but 
does not explain why individual 
risks are given a specific level. 
 
Comments on risk impact levels 

• The Third Party Software 

risk in Code review is low 
while a similar Hart risk is 
Medium. 

• The Supervisor Security 
risk in Code review is rated 
Low while a very similar 
risk under Physical testing 
and a Hart risk are rated 
High. 

• The last risk (PCMCIA) 
under Physical Testing is 
Low while a similar risk in 
Hart is Medium 

 

Step 6: 
Impact 
Analysis  
 (Diebold Re-
Assessment, 
Aug 18, 2004, 
p 56-57)  

The main risks were listed along with impact assessment.   
Changes 

• Supervisor password security risk removed 

• Lack of encryption in code review removed 

• Smart card password risk removed 
 
 

 

Step 7: 
Determine 
Risks  
(p 53-72) 

This section repeats the list of tests performed from Step 3 and 
identifies the risks (if any) for each test.  Each risk is associated 
with one of the vulnerabilities listed in Step 6.  This helps identify 
which tests have vulnerability risks 
 
There are more tests with risks than vulnerabilities because some 
vulnerabilities show up in more than one test.   
 
Tests with Risks Summary 
 

Review Tests With Risks 

Comments on risk levels in the 
Code Review section. 

• It is not clear to me why all 
the Code Review risks are 
given an Impact of Low in 
section 6, but given 
different impact levels here. 

• 1.16: it seems like the 
overall risk should be 
Medium since the impact is 
High. 
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Code 31 7  

Platform 18 8 

Physical Testing 47 5 

Total 96 20 

 
Risk Levels of Identified Risks (p 70) 
 

Review High Medium Low 

Code 1 1 5 

Platform 3 2 2 

Physical Testing 2 0 2 

Total 6 3 9  

• 1.27: The impact of a data 
link risk should be High and 
overall risk Medium. 

 
Platform Review 

• 2.06, 2/14: it seems like the 
overall risk should be at 
least Medium since the 
impact is High. 

 

Step 7: 
Determine 
Risks 
 (Diebold Re-
Assessment, 
Aug 18, 2004, 
p 58-84)  

Tests with Risks Summary 
Changes: 

• 1.21: Although including new security keys and a BOE 
selected supervisor password eliminates some risks, they 
introduce the risk that someone will write down the key or 
password. 

• 1.24: Cast vote records are now encrypted.  Some new risks 
related to policies and procedures. 

• 1.25: Encryption keys can be discovered from Key Card Tool. 

• 1.26: Key is no longer hard coded, but must be written down. 

• 1.27: SSL now used to secure data transmission 

• 1.31: risk removed 
 

• 2.02: Same test results, but added mention of a risk that an 
attempt to modify the ballot definition file could disrupt the 
election. 

• 2.04, 2.06, 2.09: risk removed 
 

• 3.13: risk removed 

• 3.26: “code should be reviewed and improved.  Added risk of 
election ready card might be corrupted leading to disruption 
of the election. 

 

Review Tests With Risks 

Code 31 7  

Platform 18 5 

Physical Testing 47 4 

Total 96 16 

 
Risk Levels of Identified Risks (p 82) 
 

Review High Medium Low 

Code 0 1 7 

Platform 0 0 5 

Physical Testing 1 0 2 

Total 1 1 14  

1.21: Regarding writing down 
passwords/keys, they must be 
written down since you cannot 
expect people to memorize.  
Also, for supervisor passwords, 
they must be distributed to all 
the polling places which almost 
certainly means they must be 
written down. 
 

Risks 
Identified 
(Diebold 
Addendum, 
Jan 26, 2005, 
p 13-18)  

Highlights 

• The original risks from 3.07/3.41 are no longer risks. 

• User logged into to GEMSUser account can assign additional 
rights to themselves or others or make modifications to the 
registry. 

• Someone with Digital Guardian uninstall key could uninstall 
it. 

• Someone with access to GEMS server could copy files to the 
GEMS Server or used a Microsoft Access compatible 
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program to modify data in SAFE mode 
 
Risk Levels 

• All new risks were assigned a risk level of Low 

Risks 
Identified 
(Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 38-44)  

Highlights 

• 3.27, 3.31, S2.10, S2.18: VVPAT creates sequential record 
making it possible (with precinct voting records) to tie voting 
record back to a specific voter 

• 3.30, 3.34: VVPAT makes is possible to build a summary 
report of results outside or normal supervisor functions. 

• S.08: Access to Notepad was available and could be used to 
enter a program 

• S.10: It was possible to run REGEDIT which can make 

“damaging changes to Windows Registry” 

• S.13: It was possible to uninstall GEMS 

• S2.06, S2.08: “A vision impaired voter may have [a 
hard} time reading the VVPAT”. 

 

S.10: REGEDIT is very 
dangerous.   

Step 8: Risk 
Mitigation 
Strategies 
(p 73-77) 

This section includes a list of risks along with mitigation strategies 
for each risk.  A mitigation strategy is a recommendation for 
actions to take to reduce or eliminate the risk.   
 
NIST SP 800-30 section 4.2 discusses Risk Mitigation Strategies 
and how to determine if action is required.  
 
This may be the most important section in the vendor evaluation.  
It includes the recommended actions for the Secretary of State to 
take (some of which will be done by BOE’s). 
 
Highlights 

• SOS should require vendor to  
o Make it possible to change the Supervisor PIN 

(which should be at least six characters long) 
o Provide encryption on the smart card 
o Provide encryption on the ballot definition files 
o Not hard code any encryption keys in the software 
o Maintain configuration management of third party 

software 
o Provide VPN functionality from the AccuVote-TS to 

the voting software 

• SOS should require an independent security assessment of 
each release of the AccuVote-TS 

• SOS should require administrative policies and procedures  
for  

o preventing the AccuVote-TS from being connected 
to the internet or an intranet 

o prevent an unauthorized person from using a 
counterfeit smart card 

o preventing a PCMCIA card from being corrupted 
using a laptop PC 

o preventing someone from opening the locking panel 
to the PCMCIA card 

o limiting login access to the GEMS server 

Comments on strategies: 

• 1.16: The recommendation 
for re-assessing each release 
of the AccuVote-TS seems 
to be connected to the third 
party software risk.  This 
should not be only reason 
for re-assessing a voting 
machine. 

• 1.27: VPN would make data 
transfer more secure, but the 
SOS and any BOE should 
be cautious about any data 
transfers.   

• 3.07/3.41: The fact that 
GEMS users can modify 
ballot definitions and 
election results is a huge 
risk.  A policy or procedure 
seems reasonable, but in an 
office environment, workers 
tend to share passwords and 
hesitate to report co-workers 
(friends) for rule violations.  

 

Step 8: Risk 
Mitigation 
Strategies 
 (Diebold Re-
Assessment, 

List from Nov 2003 report with changes noted in italics 
 

• SOS should require vendor to  
o Encrypt data files on removable media (added) 

o Use security to prevent unauthorized access to 
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Aug 18, 2004, 
p 85-90)  

removable media (added) 

o Perform a technical review of the code and make 

improvements to avoid losing votes if files are 

altered on a smart card (added) 

o Make it possible to change the Supervisor PIN 
(which should be at least six characters long)  

o Provide encryption on the smart card 
o Provide encryption on the ballot definition files 
o Not hard code any encryption keys in the software 
o Maintain configuration management of third party 

software 
o Provide VPN functionality from the AccuVote-TS to 

the voting software 
o Use a database that provides strong password and 

encryption protection (added) 

• SOS should require an independent security assessment of 
each release of the AccuVote-TS 

• SOS should require all vendors to demonstrate CMM Level 2 

by November 2005 (added) 

• SOS should require administrative policies and procedures  
for  

o Secure storage of all keys (added) 

o Secure protection of data files and removable media 

file system (added) 

o Preventing an authorized person from decrypting a 

removable smart card (added) 

o prevent an unauthorized person from using a 
counterfeit smart card 

o preventing a PCMCIA card from being corrupted 
using a laptop PC 

o handle smart cards similar to procedures for 

handling ballots (added) 
o preventing the AccuVote-TS from being connected 

to the internet or an intranet 
o preventing someone from opening the locking panel 

to the PCMCIA card 
o limiting login access to the GEMS server 

Risks 
Mitigation 
Strategies 
(Diebold 
Addendum, 
Jan 26, 2005, 
p 19-21)  

• SOS should require vendor to  
o Close the security hole related to SAFE mode 
o Define an optimum configuration of Digital 

Guardian 
 

• SOS should require administrative policies and procedures  
for  

o Accounts on GEMS server are securely managed 
o Oversee the security of GEMS equipment throughout 

the election process from ballot definition through 
vote certification 

• SOS should  
o identify a resource to oversee the development and 

implementation of Digital Guardian policies and 
procedures and to review and approve the Digital 
Guardian configuration for all Ohio GEMS systems. 

o establish standards for GEMS system. 
o establish standards for implementing Digital 

Guardian on a GEMS server. 

 

Risks 
Mitigation 

• SOS should require vendor to  
o Remove removing permissions allowing files to be 

 



CASE_OH_DRE_Review_20070618.doc    Page 19 of 50 

Section Content Summary - Diebold Comments 

Strategies 
 (Diebold 
VVPAT 
Assessment, 
Apr 15, 2005, 
p 45-46)  

saved from Notepad (Compuware does not say 
Diebold for this recommendation, but it seems like 
the most likely choice) 

o Improve the magnifier cover plate 
o Remove REGEDIT (which Diebold indicated they 

would) 
 

• SOS should require administrative policies and procedures  
for  

o Controlling access to precinct and voter records 
o Handling VVPAT record tape 
o Controlling the ability to uninstall programs 

Step 9: 
Conclusion  
(p 78-79) 

This section includes the overall assessment of the vendor 
(excerpted here): 
 

“Compuware has identified several significant security 
issues, which left unmitigated would provide an 
opportunity for an attacker to disrupt the election 
process or throw the election results into question.  
.. we have developed mitigation recommendations for the 
Secretary of State to implement ….  Provided each of 
these mitigation recommendations can be enacted, 
Compuware has concluded the Diebold AccuVote-TS can be 
securely deployed by the Secretary of State” 
 
This is followed by a list of the high level risks from Step 8 and 
the following statement:  
 

“Election policies and procedures have long been used 
to ensure fair and accurate election results.  The 
deployment of DRE technology will not lessen the need 
for well thought out and consistently enforced policies 
and procedures”. 

There are a number of important 
points to make on this 
assessment 
 

• Compuware’s conclusion 
that the voting machine can 
be deployed assumes that all 
the recommended actions 
(mitigation strategies) are 
taken.   

• No rationale is given for the 
assertion that the Diebold 
DRE can be securely 
deployed.  Step 8 has listed 
risks and mitigation 
strategies, but no analysis is 
provided on whether those 
strategies would be effective 
on Election Day. 

• The focus of the assessment 
is security.  There is no 
attempt to assess whether 
the overall process 
including voting machines 
and necessary procedures 
for security are workable in 
practice. 

 

Conclusion 
(Diebold 
Addendum, 
Jan 26, 2005, 
p 22)  

Highlights.  Compuware: 

• Compuware identified several security issues, which left 
unmitigated might provide an opportunity for an attacker to 
disrupt the election process or throw the election results into 
question. 

• Compuware developed mitigation recommendations for the 
Secretary of State to implement which we believe will limit 
the likelihood of a successful attack or inadvertent disruption 
to the election process. 

• Compuware was never able to modify or corrupt the GEMS 
database. 

• If a solution utilizing Digital Guardian is implemented in 
Ohio, the SOS must understand Digital Guardian requires 
knowledgeable management.   

• Because of the complexity involved in using this type of 
software, it is recommended that a role for security oversight 
be created and utilized to ensure standardized processes, 
procedures and configurations are used across all counties. 

Digital Guardian provides added 
security to the GEMS server.  
However, it creates significant 
additional complexity and thus 
requirements for management of 
Digital Guardian.   
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3. ES&S 
 

List of ES&S Reports 
 
The reports reviewed are listed in this table.  The first report included multiple voting machines.  The colors shown in this 
table are also used in the review to identify the report. 

 
Report Title Date Content and Web URL 

Direct Recording 
Electronic (DRE) 
Technical Security 
Assessment Report 

November 21, 
2003 

A security assessment and validation of the Direct Recording Electronic (DRE) 
voting machines from the four vendors qualified by the Ohio SOS. 
 

• AccuVote-TS from Diebold Election Systems 

• iVotronic from Election Systems and Software (ES&S) 

• eSlate 3000 from Hart InterCivic 

• AVC Edge from Sequoia Voting Systems 
 
http://www.sos.state.oh.us/sos/hava/compuware112103.pdf 

ES&S Direct 
Recording Electronic 
(DRE) 
Technical Security 
Reassessment Report 
 

May 3, 2005 TBD 

ES&S Direct 
Recording Electronic 
(DRE) 
& Voter Verified 
Paper Audit Trail 
(VVPAT) Technical 
Security 
Assessment Report 
 

November 4, 
2005 

TBD 
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ES&S Assessment Review 
 
Section Content Summary – ES&S Comments 

Introduction  
(p 1-3) 
 

This section states the objective  
 
“.. conduct an extensive security assessment and 
validation of the Direct Recording Electronic (DRE) 
voting machines from four vendors who were qualified by 
the SOS to help upgrade the state’s voting systems as 
required by the Help America Vote Act of 2002 (HAVA): 
• AccuVote-TS from Diebold Election Systems 
• iVotronic from Election Systems and Software (ES&S) 
• eSlate 3000 from Hart InterCivic 
• AVC Edge from Sequoia Voting Systems” 
 

It includes a description of the work conducted: “...a technical 
review and test of the source code, operating systems, 
and hardware platforms of the DRE’s.”  The report includes 
risks identified, strategies to reduce or eliminate the risks (i.e., 
“risk mitigation strategies”), and recommendations 
 
InfoSENTRY (an independent consulting firm) is: 
 
“.. conducting an evaluation of the administrative 
policies and procedures utilized by the voting system 
vendors to ensure that security is built in and 
maintained in their voting systems, and evaluating the 
state’s administrative processes;” 
 
RJV Consulting (an independent consulting firm) served in an 
advisory capacity regarding issues in the “procurement contract 
process.” 

 

The first sentence makes it clear 
that this report is a security 
assessment.  Security is 
important, but does not 
guarantee an accurate election 
since human error or procedural 
complexity can still occur. 
 
The documents  from 
InfoSENTRY and RJV 
Consulting should be found and 
reviewed as well 

Work in 
Scope  
(p 4-5)  
 

Regarding scope: “...the scope is limited to the various 
hardware and software components of the DRE plus any 
data input or output streams which service the DRE.” 
 
The primary example of data streams is the ballot definition 
information that comes from the Election Management System 
(EMS). 
 
The assessment was performed on the versions of hardware and 
software approved for use in Ohio at the time of the assessment 
although more recent versions were available from the vendor.   
 
A list of tasks in scope was provided: 
 

• Identify the components of the DRE and data that goes into 
and comes out of the DRE 

• Identify what the DRE must do (requirements) to operate in a 
secure environment 

• Create tests to determine if requirements were met 

• Review hardware (“platform review”) to determine potential 
risk areas. 

• Test the application (“physical test”) 

• Identify potential risks including likelihood to happen and 
severity 

• Identify ways (“mitigation strategies”) to reduce or eliminate 
risks. 

 

 

Methodology This section describes the process.  Compuware followed The NISTSP 800-30 document 
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and Approach 
(p 6-8) 
 

methodology document in National Institute of Standards (NIST) 
SP 800-30, Risk Management Guide for Information Technology 

Systems  
 
Platform Review describes how DRE’s were reviewed (e.g., 
study literature, talk with vendor, analyze hardware and network 
components, identify threats, recommend mitigation strategies) 
 
Code Review describes how source code was reviewed (e.g., 
review coding practices, review security features and error 
handling, review database and third party security, review 
documentation).  A note mentions that time was limited and it was 
not possible to review all source code.  It does not mention 
whether the vendor or Compuware selected the code to be 
reviewed. 

 

can be found here: 
http://csrc.nist.gov/publications/
nistpubs/800-30/sp800-30.pdf 
 
It would have been very helpful 
if Compuware had provided a 
similarly detailed description of 
their approach to Physical 
Testing. 

DRE System 
Interfaces and 
Tasks 
(p 9) 
 

This section describes the interfaces to/from and tasks done by a 
DRE. 
 
Diagram and table shows data going in and out of DRE and the 
user interfaces: 

• Ballot definition entered into Election Management System 
(EMS) and transferred to DRE 

• Logic and Accuracy Testing (LAT) performed 

• On Election Day, poll workers setup DRE and run zero report 

• Poll workers provide authorization to vote (e.g., card) to 
voters 

• Voters vote 

• At end of day, poll workers print result tape, post results, 
remote media (e.g., memory cards) and send to BOE 

• BOE loads media into a reader which uploads totals into EMS 
which produces totals 

 

 

Work 
Flow/Process 
Model 
(p 11) 

Describes election workflow (essentially the same as DRE System 
Interfaces above) 

 

Environment 
(p 13) 

Detailed hardware configuration of machines tested (e.g., 
processor, memory, operating system) 
 
Detailed software configuration of machines tested (e.g., 
firmware, user interface, internal storage) 

 

 

Requirements 
Identified 
(p 16) 

Count of requirements (software features) that will be tested 
 

Vendor Number of 

Requirements 

Number Not 

Applicable 

Diebold 96 1 

ES&S 96 1 

Hart InterCivic 96 1 

Sequoia 96 1  

 

Test 
Scenarios  
(p 16) 

Count of tests conducted during assessment 
 

Vendor Code 

Review 

Platform 

Review 

Physical 

Tests 

Total 

Diebold 30 18 47 95 

ES&S 30 18 47 95 
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Hart 
InterCivic 

30 18 46 94 

Sequoia 30 18 47 95  
Risks 
Identified  
(p 17) 

Risks are assigned a likelihood of LOW, MEDIUM, or HIGH and 
an impact of LOW, MEDIUM, or HIGH.  An overall risk level 
was assigned by combining the two. 

 

General 
Vulnerabilitie
s  
(p 17) 

Compuware provided a list of general recommendations. 
1. The SOS should implement an Information Technology 

and Security Policy Standards Document for all 
related material within any election using a DRE 
system. 

2. The SOS needs to consider the creation of a Security 
Director position to oversee Policies, Procedures, 
Information Technology and Security concerns 
regarding any election in which a DRE system is 
used. 

3. The SOS should consider the implementation of a 
statewide set of security policies and standards for 
all counties to follow when using any DRE system. 

4. After the above three recommendations have been 
addressed, the SOS will need to consider the 
creation of a formal Security Training and Awareness 
Program for all counties. 

5. The SOS should require Ohio Voting Machine vendors 
to demonstrate their software development 
capabilities by achieving Software Engineering 
Institute CMM Level 2 certification within one year 
and achieving CMM Level 3 certification within three 
years.  

6. As new versions of DRE software and hardware are 
released for use in Ohio, the SOS should conduct 
independent testing similar to this assessment to 
ensure the voting systems continue to meet all 
necessary security requirements. 

 
Compuware added these notes  
 
• The recommendations assume DRE systems are not 

connected to a network and if DRE’s are connected to 
a network, the recommendations would have to be 
amended.  

• SOS currently has no formal policies and guidelines.  
If BOE’s conduct elections without this, there is a 
high risk of vulnerabilities. 

 

It is very important to note 
Compuware’s statement that 
there is a high risk of 
vulnerabilities if BOE’s conduct 
elections without a formal set of 
policies and guidelines. 
 
The current Secretary of State 
must  

• determine if these actions 
were taken 

• for actions that were taken, 
determine what monitoring 
is necessary to ensure that 
procedures and policies are 
followed consistently 

• for actions not taken, 
determine if an appropriate 
alternative action was taken  

 
Regarding CMM, Level 5 is the 
highest, so Level 2 is far from 
the best.  Level 3 should a 
minimum. 

 

Part Three: ES&S 

Overview  
(p 81) 

Hardware tested 

• iVotronic version 7.4.5.0 
Software tested 

• Unity Election System (UES) software version 2.2 

 

The iVotronic is portable and 
includes wireless 
communication.  While 
portability facilitates curbside 
voting and wheelchair access, it 
does create a security 
vulnerability. 

Step 1: 
Characterizati
on of the 
iVotronic 
Voting 
System  
(p 81-88) 

This section includes  

• System interfaces 

• Process model which includes description of steps taken by 
BOE, poll workers, and voters 

• Hardware, software, and network configuration  

Almost identical to 
corresponding Diebold section. 

Step 2: Threat 
Identification  
(p 89) 

This brief section is a list of potential threats (e.g., hacker breaks 
into system because it is a challenge, campaign staff attempts to 
change outcome of an election). 
 
This section appears to be the same for each voting machine. 

The list of threats comes mostly 
from NIST SP 800-30.  
Compuware appropriately added 
“Campaign and Political 
entities” as a threat.   
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Step 3: 
Vulnerability 
Identification 
Code Review 
(p 90-96) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The first part of this section involves Code Review.  
Code Review includes a review of the software source code and is 
described in detail on pages 6-8. 
 
An example of a Code Review Requirement is 1.10: 
 
Requirement: The system shall be divided into modules. 
Test Scenario: The source code will be visually reviewed to 
verify if the code has been properly modularized.  Modules should 
be an appropriate length and encapsulate related functionality. 
 
The tests are subdivided into the following groups 
 

Group Comments 

1.01: 
Standardization 

Positive comments 

1.02-1.05: Coding 
Conventions 

Positive comments 

1.06-1.09: Code 
Documentation 

Positive comments 

1.10-1.12: Coding 
Complexity 

Positive comments.  Notes that 
application is written in C 

1.13-1.14: 
Classes/Modules 

Positive comments.  Since application is 
written in C, classes are not possible. 

1.15-1.16: Third 
Party 
Components 

Mentions a number of third party 
components that are used. 

1.17-1.18: 
Database Review 

Not applicable since a database is not 
used. 

1.19-1.22: Data 
Integrity 

Description of voter access card and how 
votes are stored. 

1.23-1.31: 
Encryption 
Standards 

No encryption is used.  The requirement 
to enter a Supervisor password can be 
disabled in the election management 
system. 

 
Note: On page 8 of the report Compuware notes that because of 

“the short time frame of the project it was not 
possible to review every single line of code in the 
applications.” 

1.01-1.12: These tests involve 
reviewing vendor source code 
and evaluating how well it 
follows good programming 
practices.  Good programming 
practices do not guarantee good 
code, but indicate a disciplined 
software development process.   
 
It would have been helpful if 
Compuware had provided some 
metrics for assertions in some of 
these sections.   
 
It also would have been helpful 
to know if they received all the 
source code from the vendor, 
what percentage of the code was 
reviewed, and how that subset 
was selected. 
 

Step 3: 
Vulnerability 
Identification 
Platform 
Review 
(p 96-98) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The second part of this section involves Platform Review.  
Platform Review includes a review of the hardware and is 
described in detail on pages 6-8.  Requirement numbers are 2.01-

2.18 

 
An example of a Platform Review Requirement is 2.16: 
 
Requirement: The system shall have a programmable memory 
device that is sealed in the unit with means of tamper detection. 
Test Scenario: Inspect the hardware design documents and 
physical hardware. 
 
Highlights of comments 
 

2.01-2.15: Many of these tests 
involve attempting to break the 
security on the voting machine.  
For example, Test 2.03 involves 
attempting to install a program 
on a PCMCIA card.  The fact 
that Compuware was unable to 
break any of the security barriers 
does not mean that it is 
impossible. 
 
There are companies that 
specialize in testing security by 
attempting to break it.  Engaging 
a company like this might be a 
good idea. 



CASE_OH_DRE_Review_20070618.doc    Page 25 of 50 

Section Content Summary – ES&S Comments 

• Could not modify PEB nor load files onto it. 

• Unable to bring system down or cause it to freeze. 

• iVotronic is a sealed machine, but serial port is not locked. 

• Unit works properly without power and retains information 
after battery runs out 

 
 

 
2.16: The test includes 
reviewing hardware design 
documents, but no mention of 
this was made. 

Step 3: 
Vulnerability 
Identification 
Physical 
Testing 
(p 99-106) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The third part of this section involves Physical Testing.  
Physical Testing includes testing the functionality of the hardware 
and software.  Requirement numbers are 3.01-3.47 
 
An example of a Physical Test Requirement is 3.01: 
 
Requirement: There shall be a programmable memory device 
sealed in unit with means of tamper detection. 
Test Scenario: Check PCMCIA card to determine whether it can 
be removed easily and can be locked. 
 
Highlights of comments 

• Compact Flash Card is stored on a tamper evident unit 

• Logic Accuracy Tests were successful and printed results on 
audit log. 

• All actions are recorded in the audit log sequentially. 

• Ballot Definition can be viewed and modified in Microsoft 
Excel.  Changes are evident after restart. 

• Unable to duplicate Supervisor PEB 

• Cannot vote without a PEB 

• With a Supervisor PEB and three passwords all votes on 
iVotronic can be cleared, election can be ended early, and 
iVotronic can be reset. 

• Supervisor card can be used to vote multiple times. 

• Voting results can be uploaded multiple times 

• Post election reports matched mock election 
 

3.09: The fact that a PEB 
supervisor card can vote 
multiple times is alarming.  
Supervisor cards should be used 
for opening and closing elections 
and other administrative tasks, 
but should not be able to cast a 
vote (let alone multiple votes). 
 

3.29: Compuware says  “the 
secrecy of the voter is 
kept in place with plastic 
screens.”  Compuware does 
not indicate that privacy is 
limited as they did with the 
AccuVote, so perhaps more 
privacy is provided. 
 
3.40: When uploading vote 
totals from a voting machine, the 
operator has an “option to either 
add or replace the votes”.   As 
mentioned in the report, this 
seems to be a dangerous risk that 
applies not just to fraud, but to 
unintentional mistakes by BOE 
personnel. 

 

Step 4: 
Controls 
Analysis 
 (p 107) 

This brief section states that HAVA requires a security plan for 
electronic voting systems which will be developed by the SOS 
based on the Compuware and InfoSENTRY reports. 
 
This section appears to be the same for each voting machine. 

Does this security plan exist for 
the SOS and each BOE?  What 
actions are taken to monitor 
compliance with provisions in 
the security plan? 

Step 5: Threat 
Likelihood  
(p 108) 

This section includes a list of possible vulnerabilities (e.g., 
hacking, fraud and theft) and assessment (High, Medium, Low) of 
their likelihood.   
 
This section appears to be the same for each voting machine. 

NIST SP 800-30 includes a 
definition of High, Medium, and 
Low which would be a minor, 
but useful addition to the report. 
 

Step 6: 
Impact 
Analysis  
(p 109) 

This section includes a list of the vulnerabilities identified and as 
assessment of their impact.   These vulnerabilities come from the 
Test Results in Step 3.  
 
Vulnerability Summary 
 

Review High Medium Low 

Code 0 0 1 

Platform 1 2 0 

Physical Testing 3 0 0 

Total 4 2 1  

Compuware gives some general 
background on how the risk 
impact level is assigned, but 
does not explain why individual 
risks are given a specific level. 
 
Comments on risk impact levels 

• The Password risk in 
Platform review is Medium 
while a similar Diebold risk 
is High. 
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• The Locks risk in Platform 
review is Medium while a 
similar Hart risk is High 

 

Step 7: 
Determine 
Risks  
(p 110-129) 

This section repeats the list of tests performed from Step 3 and 
identifies the risks (if any) for each test.  Each risk is associated 
with one of the vulnerabilities listed in Step 6.  This helps identify 
which tests have vulnerability risks 
 
There are more tests with risks than vulnerabilities because some 
vulnerabilities show up in more than one test.   
 
Tests with Risks Summary 
 

Review Tests With Risks 

Code 31 8 

Platform 18 3 

Physical Testing 47 9 

Total 96 20 

 
Risk Levels of Identified Risks (p 127) 
 

Review High Medium Low 

Code 0 2 4 

Platform 0 0 3 

Physical Testing 1 1 6 

Total 1 3 13  

Comments on risk levels in the 
Code Review section. 

• It is not clear to me why 
there is only one Code 
Review risk (titled 
Encryption with Impact 
Low) in section 6, but there 
are six risks here with 
impact levels from Low to 
High. 

• 1.27: The impact of a data 
link risk should be High and 
overall risk Medium. 

 
Platform Review 

• 2.09: it seems like the 
overall risk should be at 
least Medium since the 
impact is High. 

 
Physical Testing 

• 3.12/13/14/15/20: it seems 
like the overall risk should 
be at least Medium since the 
impact is High. 

 

Step 8: Risk 
Mitigation 
Strategies 
(p 130-134) 

This section includes a list of risks along with mitigation strategies 
for each risk.  A mitigation strategy is a recommendation for 
actions to take to reduce or eliminate the risk.   
 
NIST SP 800-30 section 4.2 discusses Risk Mitigation Strategies 
and how to determine if action is required.  
 
This may be the most important section in the vendor evaluation.  
It includes the recommended actions for the Secretary of State to 
take (some of which will be done by BOE’s). 
 
Highlights 

• SOS should require vendor to  
o incorporate user changeable passwords of at least six 

characters 
o incorporate strong encryption to protect data 
o modify the software to prevent duplicate counting of 

votes 

• SOS should require administrative policies and procedures  
for  

o password management  
o physical security of the PEB’s 
o mitigating the risk of an authorized person removing 

the Compact Flash card 
o use of the “Add To” feature which could result in 

votes being counted multiple times 
o mitigating the risk that a poll worker casts votes 

using the Supervisor PEB 

Comments on strategies: 

• 3.07: Requiring procedures 
and use of Windows login 
security will help secure the 
EMS.  However, while a 
policy or procedure seems 
reasonable, but in an office 
environment, workers tend 
to share passwords and 
hesitate to report co-workers 
(friends) for rule violations.  

 
In the Diebold section (1.16),  a 
recommendation to reassessing 
each release of the AccuVote-TS 
was made (apparently) because 
of third party software.  This 
should not be only reason for re-
assessing a voting machine. 
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o proper Windows login security on the EMS server 
o preventing usage of any software that could access 

the EMS database 
 

Step 9: 
Conclusion  
(p 135) 

This section includes the overall assessment of the vendor 
(excerpted here): 
 

“Compuware has identified several significant security 
issues, which left unmitigated would provide an 
opportunity for an attacker to disrupt the election 
process or throw the election results into question.  
.. we have developed mitigation recommendations for the 
Secretary of State to implement ….  Provided each of 
these mitigation recommendations can be enacted, 
Compuware has concluded the Diebold AccuVote-TS can be 
securely deployed by the Secretary of State” 
 
This is followed by a list of the high level risks from Step 8 and 
the following statement:  
 

“Election policies and procedures have long been used 
to ensure fair and accurate election results.  The 
deployment of DRE technology will not lessen the need 
for well thought out and consistently enforced policies 
and procedures”. 

There are a number of important 
points to make on this 
assessment 
 

• Compuware’s conclusion 
that the voting machine can 
be deployed assumes that all 
the recommended actions 
(mitigation strategies) are 
taken.   

• No rationale is given for the 
assertion that the Diebold 
DRE can be securely 
deployed.  Step 8 has listed 
risks and mitigation 
strategies, but no analysis is 
provided on whether those 
strategies would be effective 
on Election Day. 

• The focus of the assessment 
is security.  There is no 
attempt to assess whether 
the overall process 
including voting machines 
and necessary procedures 
for security are workable in 
practice. 
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List of Hart InterCivic Reports 
 
The reports reviewed are listed in this table.  The first report included multiple voting machines.  The colors shown in this 
table are also used in the review to identify the report. 

 
Report Title Date Content and Web URL 

Direct Recording 
Electronic (DRE) 
Technical Security 
Assessment Report 

November 21, 
2003 

A security assessment and validation of the Direct Recording Electronic (DRE) 
voting machines from the four vendors qualified by the Ohio SOS. 
 

• AccuVote-TS from Diebold Election Systems 

• iVotronic from Election Systems and Software (ES&S) 

• eSlate 3000 from Hart InterCivic 

• AVC Edge from Sequoia Voting Systems 
 
http://www.sos.state.oh.us/sos/hava/compuware112103.pdf 

Technical Security 
Reassessment Report 
Hart InterCivic 
Direct Recording 
Electronic (DRE) 
Device 
 

September 16, 
2005 

TBD 

Hart InterCivic Direct 
Recording 
Electronic (DRE) & 
Voter Verifiable 
Paper Audit Trail 
(VVPAT) Technical 
Security Assessment 
Report 
 

December 13, 
2005 

TBD 
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Hart InterCivic Assessment Review 
 
Section Content Summary – Hart InterCivic Comments 

Introduction  
(p 1-3) 
 

This section states the objective  
 
“.. conduct an extensive security assessment and 
validation of the Direct Recording Electronic (DRE) 
voting machines from four vendors who were qualified by 
the SOS to help upgrade the state’s voting systems as 
required by the Help America Vote Act of 2002 (HAVA): 
• AccuVote-TS from Diebold Election Systems 
• iVotronic from Election Systems and Software (ES&S) 
• eSlate 3000 from Hart InterCivic 
• AVC Edge from Sequoia Voting Systems” 
 

It includes a description of the work conducted: “..a technical 
review and test of the source code, operating systems, 
and hardware platforms of the DRE’s.”  The report includes 
risks identified, strategies to reduce or eliminate the risks (i.e., 
“risk mitigation strategies”), and recommendations 
 
InfoSENTRY (an independent consulting firm) is: 
 
“.. conducting an evaluation of the administrative 
policies and procedures utilized by the voting system 
vendors to ensure that security is built in and 
maintained in their voting systems, and evaluating the 
state’s administrative processes;” 
 
RJV Consulting (an independent consulting firm) served in an 
advisory capacity regarding issues in the “procurement contract 
process.” 

 

The first sentence makes it clear 
that this report is a security 
assessment.  Security is 
important, but does not 
guarantee an accurate election 
since human error or procedural 
complexity can still occur. 
 
The documents  from 
InfoSENTRY and RJV 
Consulting should be found and 
reviewed as well 

Work in 
Scope  
(p 4-5)  
 

Regarding scope: “..the scope is limited to the various 
hardware and software components of the DRE plus any 
data input or output streams which service the DRE.” 
 
The primary example of data streams is the ballot definition 
information that comes from the Election Management System 
(EMS). 
 
The assessment was performed on the versions of hardware and 
software approved for use in Ohio at the time of the assessment 
although more recent versions were available from the vendor.   
 
A list of tasks in scope was provided: 

• Identify the components of the DRE and data that goes into 
and comes out of the DRE 

• Identify what the DRE must do (requirements) to operate in a 
secure environment 

• Create tests to determine if requirements were met 

• Review hardware (“platform review”) to determine potential 
risk areas. 

• Test the application (“physical test”) 

• Identify potential risks including likelihood to happen and 
severity 

• Identify ways (“mitigation strategies”) to reduce or eliminate 
risks. 

 

 

Methodology 
and Approach 

This section describes the process.  Compuware followed 
methodology document in National Institute of Standards (NIST) 

The NISTSP 800-30 document 
can be found here: 
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(p 6-8) 
 

SP 800-30, Risk Management Guide for Information Technology 

Systems  
 
Platform Review describes how DRE’s were reviewed (e.g., 
study literature, talk with vendor, analyze hardware and network 
components, identify threats, recommend mitigation strategies) 
 
Code Review describes how source code was reviewed (e.g., 
review coding practices, review security features and error 
handling, review database and third party security, review 
documentation).  A note mentions that time was limited and it was 
not possible to review all source code.  It does not mention 
whether the vendor or Compuware selected the code to be 
reviewed. 

 

http://csrc.nist.gov/publications/
nistpubs/800-30/sp800-30.pdf 
 
It would have been very helpful 
if Compuware had provided a 
similarly detailed description of 
their approach to Physical 
Testing. 

DRE System 
Interfaces and 
Tasks 
(p 9) 
 

This section describes the interfaces to/from and tasks done by a 
DRE. 
 
Diagram and table shows data going in and out of DRE and the 
user interfaces: 

• Ballot definition entered into Election Management System 
(EMS) and transferred to DRE 

• Logic and Accuracy Testing (LAT) performed 

• On Election Day, poll workers setup DRE and run zero report 

• Poll workers provide authorization to vote (e.g., card) to 
voters 

• Voters vote 

• At end of day, poll workers print result tape, post results, 
remote media (e.g., memory cards) and send to BOE 

• BOE loads media into a reader which uploads totals into EMS 
which produces totals 

 

 

Work 
Flow/Process 
Model 
(p 11) 

Describes election workflow (essentially the same as DRE System 
Interfaces above) 

 

Environment 
(p 13) 

Detailed hardware configuration of machines tested (e.g., 
processor, memory, operating system) 
 
Detailed software configuration of machines tested (e.g., 
firmware, user interface, internal storage) 

 

 

Requirements 
Identified 
(p 16) 

Count of requirements (software features) that will be tested 
 

Vendor Number of 

Requirements 

Number Not 

Applicable 

Diebold 96 1 

ES&S 96 1 

Hart InterCivic 96 1 

Sequoia 96 1  

 

Test 
Scenarios  
(p 16) 

Count of tests conducted during assessment 
 

Vendor Code 

Review 

Platform 

Review 

Physical 

Tests 

Total 

Diebold 30 18 47 95 

ES&S 30 18 47 95 

Hart 30 18 46 94 
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InterCivic 

Sequoia 30 18 47 95  
Risks 
Identified  
(p 17) 

Risks are assigned a likelihood of LOW, MEDIUM, or HIGH and 
an impact of LOW, MEDIUM, or HIGH.  An overall risk level 
was assigned by combining the two. 

 

General 
Vulnerabilitie
s  
(p 17) 

Compuware provided a list of general recommendations. 
 
1. The SOS should implement an Information Technology 

and Security Policy Standards Document for all 
related material within any election using a DRE 
system. 

2. The SOS needs to consider the creation of a Security 
Director position to oversee Policies, Procedures, 
Information Technology and Security concerns 
regarding any election in which a DRE system is 
used. 

3. The SOS should consider the implementation of a 
statewide set of security policies and standards for 
all counties to follow when using any DRE system. 

4. After the above three recommendations have been 
addressed, the SOS will need to consider the 
creation of a formal Security Training and Awareness 
Program for all counties. 

5. The SOS should require Ohio Voting Machine vendors 
to demonstrate their software development 
capabilities by achieving Software Engineering 
Institute CMM Level 2 certification within one year 
and achieving CMM Level 3 certification within three 
years.  

6. As new versions of DRE software and hardware are 
released for use in Ohio, the SOS should conduct 
independent testing similar to this assessment to 
ensure the voting systems continue to meet all 
necessary security requirements. 

 
Compuware added these notes  
7. The recommendations assume DRE systems are not 

connected to a network and if DRE’s are connected to 
a network, the recommendations would have to be 
amended. 

8. SOS currently has no formal policies and guidelines.  
If BOE’s conduct elections without this, there is a 
high risk of vulnerabilities. 

 

It is very important to note 
Compuware’s statement that 
there is a high risk of 
vulnerabilities if BOE’s conduct 
elections without a formal set of 
policies and guidelines. 
 
The current Secretary of State 
must  

• determine if these actions 
were taken 

• for actions that were taken, 
determine what monitoring 
is necessary to ensure that 
procedures and policies are 
followed consistently 

• for actions not taken, 
determine if an appropriate 
alternative action was taken  

 
Regarding CMM, Level 5 is the 
highest, so Level 2 is far from 
the best.  Level 3 should a 
minimum. 

 

Overview  
(p 131) 

Hardware tested 

• eSlate 3000 version 2.1 

• Judge’s Booth Controller (JBC) version 1.16 
Software tested 

• BOSS Election Management Software version 2.9.04 

• TALLY software version 2.9.08 

• SERVO software version 1.0.2 
 

 

Step 1: 
Characterizati
on of the 
eSlate 3000 
Voting 
System  
(p 131-144) 

This section includes  

• System interfaces 

• Process model which includes description of steps taken by 
BOE, poll workers, and voters 

• Hardware, software, and network configuration  
 
Work flow summary 

• Election Management Software (EMS) is BOSS 

• Ballot definition from BOSS is called Mobile Ballot Box 
(MBB) 

• MBB is copied to the PCMCIA card on each voting machine 

• Poll workers create voter authorization using  JBC 

• Voter authorization is a PIN.   

The work flow and interfaces are 
very similar to the previous 
voting machines. 
 
The JBC is connected to one of 
the eSlate machines and a daisy 
chain of serial connections is 
started from that first eSlate 
machine to the others.  This is 
represented by a dashed line on 
the flowchart diagram although 
it is not described in this section.  
The test results in Step 3 supply 
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• Voting results are stored in MBB which is removed by the 
poll workers, sent to the BOE, and uploaded into TALLY to 
count and print the final results. 

 
This section mentions that a PIN is used for voter authorization.  
Since this is important for security, here is some related 
information about these PIN’s from other parts of the document: 

• 1.21: “JBC generates unique access codes for a 
precinct.” 

• 1.21: “These access codes are valid only for a 
specified time (which is set in BOSS).” 

• 3.10: “PIN numbers are unique and only used once.  
Once the ballot has been cast, the PIN number is 
deactivated.” 

 

the details. 
 
This allows the zero report 
before the election starts and 
print result tapes after the 
election to be printed from the 
JBC.  This connection has a 
number of impacts 
 

• A security risk to the JBC or 
one eSlate becomes a 
security risk to all the 
machines connected 
together. 

• In a polling place with 
multiple precincts, this may 
make it impossible for 
voters in one precinct to 
vote on any machine in the 
polling place. 

• The JBC must be reasonably 
close to one eSlate for the 
precinct and all the eSlate 
machines for the precinct 
must close to another eSlate 
machine for that precinct. 

• If the JBC fails, it appears 
that no one can vote.   

 

Step 2: Threat 
Identification  
(p 145) 

This brief section is a list of potential threats (e.g., hacker breaks 
into system because it is a challenge, campaign staff attempts to 
change outcome of an election). 
 
This section appears to be the same for each voting machine. 

The list of threats comes mostly 
from NIST SP 800-30.  
Compuware appropriately added 
“Campaign and Political 
entities” as a threat.   

Step 3: 
Vulnerability 
Identification 
Code Review 
(p 146-152) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The first part of this section involves Code Review.  
Code Review includes a review of the software source code and is 
described in detail on pages 6-8. 
 
An example of a Code Review Requirement is 1.10: 
 

Requirement: The system shall be divided into modules. 

Test Scenario: The source code will be visually reviewed 
to verify if the code has been properly modularized.  
Modules should be an appropriate length and encapsulate 
related functionality. 
 
The tests are subdivided into the following groups 
 
 

Group Comments 

1.01=1.02: 
Standardization 

Positive comments 

1.03-1.05: Coding 
Conventions 

Positive comments 

1.06-1.09: Code 
Documentation 

Positive comments 

1.01-1.12: These tests involve 
reviewing vendor source code 
and evaluating how well it 
follows good programming 
practices.  Good programming 
practices do not guarantee good 
code, but indicate a disciplined 
software development process.   
 
It would have been helpful if 
Compuware had provided some 
metrics for assertions in some of 
these sections. 
 
It also would have been helpful 
to know if they received all the 
source code from the vendor, 
what percentage of the code was 
reviewed, and how that subset 
was selected. 
 
1.17: This test is to review the 
DB for proper keys and 
normalization.  The only 
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1.10-1.12: Coding 
Complexity 

Positive comments.   

1.13-1.14: 
Classes/Modules 

Positive comments.  Some code is written 
in C, so classes are not possible. 

1.15-1.16: Third 
Party 
Components 

JBC and eSlate use MQX 2.4 Operating 
System, but the code is owned and 
maintained by Hart InterCivic. 

1.17-1.18: 
Database Review 

eSlate does not use a database.  BOSS 
and Tally use a SQLAnywhere database. 

1.19-1.22: Data 
Integrity 

CRC 16 checks are used. Vote records are 
stored randomly without timestamps.  
Unique access codes for voters are 
generated by JBC for a specified time (set 
in BOSS).  Vote and audit information is 
stored in multiple places. 

1.23-1.31: 
Encryption 
Standards 

No encryption is used.  A voter is 
identified by a four digit PIN.  Hard 
coded passwords are not used. 

 
Note: On page 8 of the report Compuware notes that because of 

“the short time frame of the project it was not 
possible to review every single line of code in the 
applications.”   
 

statement made about the 
SQLAnywhere DB is that “the 
data dictionary does not indicate 
primary keys”.  SQLAnywhere 
is a relational DB product from 
Sybase.  A relational DB without 
any primary keys makes no 
sense.   
 
1.18:   This test is to review the 
source code for using 
appropriate security when 
accessing the DB.  The only 
statement made is that this is 
“Not applicable to the design of 
Hart InterCivic eSlate.”  That 
much is true, but the test could 
have been applied to the BOSS 
and TALLY.  

Step 3: 
Vulnerability 
Identification 
Platform 
Review 
(p 152-155) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The second part of this section involves Platform Review.  
Platform Review includes a review of the hardware and is 
described in detail on pages 6-8.  Requirement numbers are 2.01-

2.18 

 
An example of a Platform Review Requirement is 2.16: 
 

Requirement: The system shall have a programmable memory 
device that is sealed in the unit with means of tamper 
detection. 
Test Scenario: Inspect the hardware design documents and 
physical hardware. 
 
Highlights of comments 
 

• eSlate has no supervisor mode. Supervisor functions are 
performed on the JBC.   

• Attempts failed to modify ballot definition file, place a 
counterfeit program on the MBB, disrupt the JBC, access 
ports on the eSlate or JBC, or access the eSlate or JBC. 

• JBC has a modem connection and a serial port.  The serial 
port is used to connect to the first eSlate.  The JBC has no 
network connection. 

• Each eSlate has two serial connections to connect to the 
eSlate on either side of the daisy chain. 

• The (JBC) password can be changed in BOSS and can be zero 
characters. 

• Locks or seals can be used to limit access to the MBB on the 
PCMCIA card in the eSlate (2.16) 

• There are no locks or seals available to limit or detect access 
to any elements of the JBC or MBB (2.17) 

• Unit works properly without power and retains information 

2.09: The password (for JBC) 
can be set to zero characters.  
This may allow someone to 
access JBC without entering a 
password.  I did not see this 
listed as a risk. 
 
2.01-2.15: Many of these tests 
involve attempting to break the 
security on the voting machine.  
For example, Test 2.03 involves 
attempting to install a program 
on a PCMCIA card.  The fact 
that Compuware was unable to 
break any of the security barriers 
does not mean that it is 
impossible. 
 
There are companies that 
specialize in testing security by 
attempting to break it.  Engaging 
a company like this might be a 
good idea. 
 
2.16: The test includes 
reviewing hardware design 
documents, but no mention of 
this was made. 
 
2.16-2.17: These two test results 
seem to be contradictory. 
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after battery runs out 

Step 3: 
Vulnerability 
Identification 
Physical 
Testing 
(p 155-161) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The third part of this section involves Physical Testing.  
Physical Testing includes testing the functionality of the hardware 
and software.  Requirement numbers are 3.01-3.47 
 
An example of a Physical Test Requirement is 3.01: 
 

Requirement: There shall be a programmable memory device 
sealed in unit with means of tamper detection. 

Test Scenario: Check PCMCIA card to determine whether it 
can be removed easily and can be locked. 
 
Highlights of comments 

• MBB Card is stored on a tamper evident unit which can be 
locked or sealed. 

• Logic Accuracy Tests were successful and printed results on 
audit log. 

• Able to read and manipulate data with Microsoft Access in 
BOSS, SERVO, and TALLY databases with Administrator 
account (3.07) 

• PIN numbers are unique to voter and deactivated after ballot 
is cast. (3.10) 

• Password necessary to close election early although password 
can be zero characters. 

• eSlate and JBC (which share power) lost no votes when 
power was disconnected and then reconnected. 

• Audit log has sufficient information to allow an audit of each 
eSlate in a precinct. 

• Individual voting records are not available. 

• Uploading election results twice was appropriately prevented 
by TALLY. 

• Able to modify election results using Microsoft Access. 

• Post election reports matched mock election 
 

3.10:  It is not clear if PIN 
numbers are provided to voters 
on verbally or on a piece of 
paper.  Verbal communication 
creates a minor risk of being 
overhead (along with the 
practical risk of voters forgetting 
their number (especially if lines 
are long).  The expiration of 
PIN’s after a specified amount of 
time could be a problem if 
voting is slow and voters get 
their PIN’s before a voting 
machine is available.   
 
3.29: Compuware assumes 
curtains will be used to provide 
privacy to the voter.  Is this a 
requirement for all BOE’s that 
use eSlate? 
 

Step 4: 
Controls 
Analysis 
 (p 162) 

This brief section states that HAVA requires a security plan for 
electronic voting systems which will be developed by the SOS 
based on the Compuware and InfoSENTRY reports. 
 
This section appears to be the same for each voting machine. 

Does this security plan exist for 
the SOS and each BOE?  What 
actions are taken to monitor 
compliance with provisions in 
the security plan? 

Step 5: Threat 
Likelihood  
(p 163) 

This section includes a list of possible vulnerabilities (e.g., 
hacking, fraud and theft) and assessment (High, Medium, Low) of 
their likelihood.   
 
This section appears to be the same for each voting machine. 

NIST SP 800-30 includes a 
definition of High, Medium, and 
Low which would be a minor, 
but useful addition to the report. 
 

Step 6: 
Impact 
Analysis  
(p 164-165) 

This section includes a list of the vulnerabilities identified and as 
assessment of their impact.   These vulnerabilities come from the 
Test Results in Step 3.  
 
Vulnerability Summary 
 

Review High Medium Low 

Code 1 1 2 

Platform 1 1 0 

Physical Testing 0 1 2 

Total 2 3 4  

Compuware gives some general 
background on how the risk 
impact level is assigned, but 
does not explain why individual 
risks are given a specific level. 
 
Comments on risk impact levels 

• One of the Platform Review 
risks is “Locks are not in 
place to secure the MBB 
card on the JBC.”  
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However, the Test Results 
for 3.01 says that the tamper 
proof slot for the MBB card 
can be either locked or 
sealed. 

 

Step 7: 
Determine 
Risks  
(p 166-184) 

This section repeats the list of tests performed from Step 3 and 
identifies the risks (if any) for each test.  Each risk is associated 
with one of the vulnerabilities listed in Step 6.  This helps identify 
which tests have vulnerability risks 
 

Explain the links better between sections. 

 
There are more tests with risks than vulnerabilities because some 
vulnerabilities show up in more than one test.   
 
Tests with Risks Summary 
 

Review Tests With Risks 

Code 31 6 

Platform 18 3 

Physical Testing 47 5 

Total 96 14 

 
Risk Levels of Identified Risks (p 182) 
 

Review High Medium Low 

Code 0 1 4 

Platform 3 0 0 

Physical Testing 2 0 2 

Total 5 1 6 

 
 
 

Comments on risk levels in the 
Code Review section. 

• the Third Party Software 

risk in Step 6 is not 
identified as a risk for any 
tests in this section although 
it is mentioned in the Test 
Results for test 1.15. 

• the Data Model risk in Step 
6 is not identified as a risk 
for any tests in this section 
although it is mentioned in 
the Test Results for test 

1.17. 
 
Platform Review 

• the risk about locks in Step 
6 is not identified as a risk 
for any tests in this section 
although it is mentioned in 
the Test Results for test 

3.01. 

• the risk about the default 
password from Hart in Step 
6 is not identified as a risk 
for any tests in this section  

 
Physical Testing 

• 3.41:  I think this risk 
should be High because the 
time span where it could 
occur includes a period of 
weeks or months before and 
after an election.   

Step 8: Risk 
Mitigation 
Strategies 
(p 184-192) 

This section includes a list of risks along with mitigation strategies 
for each risk.  A mitigation strategy is a recommendation for 
actions to take to reduce or eliminate the risk.   
 
NIST SP 800-30 section 4.2 discusses Risk Mitigation Strategies 
and how to determine if action is required.  
 
This may be the most important section in the vendor evaluation.  
It includes the recommended actions for the Secretary of State to 
take (some of which will be done by BOE’s). 
 
Highlights 

• SOS should require vendor to  
o incorporate strong encryption to protect data 
o incorporate mandatory user passwords of at least six 

characters for using the JBC 
o put into place sufficient security to prevent 

disconnection of the daisy chain 

Comments on strategies: 

• 2.17: The JBC is daisy 
chained to each eSlate in the 
precinct.  The 
recommendation for 
avoiding this risk is 
“sufficient security to 
prevent disconnection of the 
daisy chain”.  I do not see 
how this can be practically 
done in a typical polling 
place (e.g., a gym or 
classroom). 

• 3.07: Requiring procedures 
and use of Windows login 
security will help secure the 
EMS.  However, while a 
policy or procedure seems 
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o incorporate a warning if closing the polls is done 
before the end of the election 

• SOS should require administrative policies and procedures  
for  

o password management and physical access to the 
JBC and daisy chain cables 

o proper Windows login security on the EMS server 
 

reasonable, but in an office 
environment, workers tend 
to share passwords and 
hesitate to report co-workers 
(friends) for rule violations.  

 
In the Diebold section (1.16), a 
recommendation to reassessing 
each release of the AccuVote-TS 
was made (apparently) because 
of third party software.  This 
should not be only reason for re-
assessing a voting machine. 
 

Step 9: 
Conclusion  
(p 135) 

This section includes the overall assessment of the vendor 
(excerpted here): 
 

“Compuware has identified several significant security 
issues, which left unmitigated would provide an 
opportunity for an attacker to disrupt the election 
process or throw the election results into question.  
.. we have developed mitigation recommendations for the 
Secretary of State to implement ….  Provided each of 
these mitigation recommendations can be enacted, 
Compuware has concluded the Diebold AccuVote-TS can be 
securely deployed by the Secretary of State” 
 
This is followed by a list of the high level risks from Step 8 and 
the following statement:  
 

“Election policies and procedures have long been used 
to ensure fair and accurate election results.  The 
deployment of DRE technology will not lessen the need 
for well thought out and consistently enforced policies 
and procedures”. 

There are a number of important 
points to make on this 
assessment 
 

• Compuware’s conclusion 
that the voting machine can 
be deployed assumes that all 
the recommended actions 
(mitigation strategies) are 
taken.   

• No rationale is given for the 
assertion that the Diebold 
DRE can be securely 
deployed.  Step 8 has listed 
risks and mitigation 
strategies, but no analysis is 
provided on whether those 
strategies would be effective 
on Election Day. 

• The focus of the assessment 
is security.  There is no 
attempt to assess whether 
the overall process 
including voting machines 
and necessary procedures 
for security are workable in 
practice. 
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List of Sequoia Reports 
 
The reports reviewed are listed in this table.  The first report included multiple voting machines.  The colors shown in this 
table are also used in the review to identify the report. 

 
Report Title Date Content and Web URL 

Direct Recording 
Electronic (DRE) 
Technical Security 
Assessment Report 

November 21, 
2003 

A security assessment and validation of the Direct Recording Electronic (DRE) 
voting machines from the four vendors qualified by the Ohio SOS. 
 

• AccuVote-TS from Diebold Election Systems 

• iVotronic from Election Systems and Software (ES&S) 

• eSlate 3000 from Hart InterCivic 

• AVC Edge from Sequoia Voting Systems 
 
http://www.sos.state.oh.us/sos/hava/compuware112103.pdf 

 

Sequoia Assessment Review 
 
Section Content Summary - Sequoia Comments 

Introduction  
(p 1-3) 
 

This section states the objective  
 
“.. conduct an extensive security assessment and 
validation of the Direct Recording Electronic (DRE) 
voting machines from four vendors who were qualified by 
the SOS to help upgrade the state’s voting systems as 
required by the Help America Vote Act of 2002 (HAVA): 
• AccuVote-TS from Diebold Election Systems 
• iVotronic from Election Systems and Software (ES&S) 
• eSlate 3000 from Hart InterCivic 
• AVC Edge from Sequoia Voting Systems” 
 

It includes a description of the work conducted: “..a technical 
review and test of the source code, operating systems, 
and hardware platforms of the DRE’s.”  The report includes 
risks identified, strategies to reduce or eliminate the risks (i.e., 
“risk mitigation strategies”), and recommendations 
 
InfoSENTRY (an independent consulting firm) is: 
 
“.. conducting an evaluation of the administrative 
policies and procedures utilized by the voting system 
vendors to ensure that security is built in and 
maintained in their voting systems, and evaluating the 
state’s administrative processes;” 
 
RJV Consulting (an independent consulting firm) served in an 
advisory capacity regarding issues in the “procurement contract 
process.” 

 

The first sentence makes it clear 
that this report is a security 
assessment.  Security is 
important, but does not 
guarantee an accurate election 
since human error or procedural 
complexity can still occur. 
 
The documents  from 
InfoSENTRY and RJV 
Consulting should be found and 
reviewed as well 

Work in 
Scope  
(p 4-5)  
 

Regarding scope: “..the scope is limited to the various 
hardware and software components of the DRE plus any 
data input or output streams which service the DRE.” 
 
The primary example of data streams is the ballot definition 
information that comes from the Election Management System 
(EMS). 
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The assessment was performed on the versions of hardware and 
software approved for use in Ohio at the time of the assessment 
although more recent versions were available from the vendor.   
 
A list of tasks in scope was provided: 

• Identify the components of the DRE and data that goes into 
and comes out of the DRE 

• Identify what the DRE must do (requirements) to operate in a 
secure environment 

• Create tests to determine if requirements were met 

• Review hardware (“platform review”) to determine potential 
risk areas. 

• Test the application (“physical test”) 

• Identify potential risks including likelihood to happen and 
severity 

• Identify ways (“mitigation strategies”) to reduce or eliminate 
risks. 

 

Methodology 
and Approach 
(p 6-8) 
 

This section describes the process.  Compuware followed 
methodology document in National Institute of Standards (NIST) 
SP 800-30, Risk Management Guide for Information Technology 

Systems  
 
Platform Review describes how DRE’s were reviewed (e.g., 
study literature, talk with vendor, analyze hardware and network 
components, identify threats, recommend mitigation strategies) 
 
Code Review describes how source code was reviewed (e.g., 
review coding practices, review security features and error 
handling, review database and third party security, review 
documentation).  A note mentions that time was limited and it was 
not possible to review all source code.  It does not mention 
whether the vendor or Compuware selected the code to be 
reviewed. 

 

The NISTSP 800-30 document 
can be found here: 
http://csrc.nist.gov/publications/
nistpubs/800-30/sp800-30.pdf 
 
It would have been very helpful 
if Compuware had provided a 
similarly detailed description of 
their approach to Physical 
Testing. 

DRE System 
Interfaces and 
Tasks 
(p 9) 
 

This section describes the interfaces to/from and tasks done by a 
DRE. 
 
Diagram and table shows data going in and out of DRE and the 
user interfaces: 

• Ballot definition entered into Election Management System 
(EMS) and transferred to DRE 

• Logic and Accuracy Testing (LAT) performed 

• On Election Day, poll workers setup DRE and run zero report 

• Poll workers provide authorization to vote (e.g., card) to 
voters 

• Voters vote 

• At end of day, poll workers print result tape, post results, 
remote media (e.g., memory cards) and send to BOE 

• BOE loads media into a reader which uploads totals into EMS 
which produces totals 

 

 

Work 
Flow/Process 
Model 
(p 11) 

Describes election workflow (essentially the same as DRE System 
Interfaces above) 

 

Environment Detailed hardware configuration of machines tested (e.g.,  
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(p 13) processor, memory, operating system) 
 
Detailed software configuration of machines tested (e.g., 
firmware, user interface, internal storage) 

 

Requirements 
Identified 
(p 16) 

Count of requirements (software features) that will be tested 
 

Vendor Number of 

Requirements 

Number Not 

Applicable 

Diebold 96 1 

ES&S 96 1 

Hart InterCivic 96 1 

Sequoia 96 1  

 

Test 
Scenarios  
(p 16) 

Count of tests conducted during assessment 
 

Vendor Code 

Review 

Platform 

Review 

Physical 

Tests 

Total 

Diebold 30 18 47 95 

ES&S 30 18 47 95 

Hart 
InterCivic 

30 18 46 94 

Sequoia 30 18 47 95  

 

Risks 
Identified  
(p 17) 

Risks are assigned a likelihood of LOW, MEDIUM, or HIGH and 
an impact of LOW, MEDIUM, or HIGH.  An overall risk level 
was assigned by combining the two. 

 

General 
Vulnerabilitie
s  
(p 17) 

Compuware provided a list of general recommendations. 
 
1. The SOS should implement an Information Technology 

and Security Policy Standards Document for all 
related material within any election using a DRE 
system. 

2. The SOS needs to consider the creation of a Security 
Director position to oversee Policies, Procedures, 
Information Technology and Security concerns 
regarding any election in which a DRE system is 
used.  

3. The SOS should consider the implementation of a 
statewide set of security policies and standards for 
all counties to follow when using any DRE system. 

4. After the above three recommendations have been 
addressed, the SOS will need to consider the 
creation of a formal Security Training and Awareness 
Program for all counties. 

5. The SOS should require Ohio Voting Machine vendors 
to demonstrate their software development 
capabilities by achieving Software Engineering 
Institute CMM Level 2 certification within one year 
and achieving CMM Level 3 certification within three 
years.  

6. As new versions of DRE software and hardware are 
released for use in Ohio, the SOS should conduct 
independent testing similar to this assessment to 
ensure the voting systems continue to meet all 
necessary security requirements. 

 
Compuware added these notes  
• The recommendations assume DRE systems are not 

connected to a network and if DRE’s are connected to 
a network, the recommendations would have to be 
amended. 

• SOS currently has no formal policies and guidelines.  
If BOE’s conduct elections without this, there is a 
high risk of vulnerabilities. 

 

It is very important to note 
Compuware’s statement that 
there is a high risk of 
vulnerabilities if BOE’s conduct 
elections without a formal set of 
policies and guidelines. 
 
The current Secretary of State 
must  

• determine if these actions 
were taken 

• for actions that were taken, 
determine what monitoring 
is necessary to ensure that 
procedures and policies are 
followed consistently 

• for actions not taken, 
determine if an appropriate 
alternative action was taken  

 
Regarding CMM, Level 5 is the 
highest, so Level 2 is far from 
the best.  Level 3 should a 
minimum. 

 

Overview  Hardware tested  
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(p 189) • AVC Edge version 4.1.D 

• Card Activator version 4.2 
Software tested 

• WinEDS Election Management Software version 2.6 
 

Step 1: 
Characterizati
on of the 
eSlate 3000 
Voting 
System  
(p 189-195) 

This section includes  

• System interfaces 

• Process model which includes description of steps taken by 
BOE, poll workers, and voters 

• Hardware, software, and network configuration  
 
Work flow summary 

• Election Management Software (EMS) is WinEDS 

• Ballot definition is created in WinEDS and loaded to each 
AVC Edge 

• Poll workers create voter authorization on a Smart Card using 
the Card Activator 

• Voter takes voter card as authorization to AVC Edge 

• Voting results are stored in PCMCIA card which is removed 
by the poll workers, sent to the BOE, and uploaded into 
WinEDS to count and print the final results. 

 

The work flow and interfaces are 
very similar to the previous 
voting machines. 
 
A “results cartridge” is 
mentioned later that should be 
described here.   
 

Step 2: Threat 
Identification  
(p 196) 

This brief section is a list of potential threats (e.g., hacker breaks 
into system because it is a challenge, campaign staff attempts to 
change outcome of an election). 
 
This section appears to be the same for each voting machine. 

The list of threats comes mostly 
from NIST SP 800-30.  
Compuware appropriately added 
“Campaign and Political 
entities” as a threat.   

Step 3: 
Vulnerability 
Identification 
Code Review 
(p 197-204) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The first part of this section involves Code Review.  
Code Review includes a review of the software source code and is 
described in detail on pages 6-8. 
 
An example of a Code Review Requirement is 1.10: 
 

Requirement: The system shall be divided into modules. 

Test Scenario: The source code will be visually reviewed 
to verify if the code has been properly modularized.  
Modules should be an appropriate length and encapsulate 
related functionality. 
 
The tests are subdivided into the following groups 
 

Group Comments 

1.01=1.02: 
Standardization 

Mostly positive comments.  Found some 
problems with WinEDS. 

1.03-1.05: Coding 
Conventions 

Positive comments 

1.06-1.09: Code 
Documentation 

Mostly positive comments.  Found some 
problems with WinEDS. 

1.10-1.12: Coding 
Complexity 

Positive comments.   

1.13-1.14: 
Classes/Modules 

Code is written in C, so classes are not 
possible. 

1.15-1.16: Third 
Party 
Components 

Third party components: Phoenix BIOS, 
Metagraphics graphics functions, Menuet 
windowing system, Flash File Systems 
for ATA style PCMICIA flash ROM and 

1.01-1.12: These tests involve 
reviewing vendor source code 
and evaluating how well it 
follows good programming 
practices.  Good programming 
practices do not guarantee good 
code, but indicate a disciplined 
software development process.   
 
It would have been helpful if 
Compuware had provided some 
metrics for assertions in some of 
these sections. 
 
It also would have been helpful 
to know if they received all the 
source code from the vendor, 
what percentage of the code was 
reviewed, and how that subset 
was selected. 

 

1.17-1.18: Although AVC Edge 
does not use a database, the 
EMS (WinEDS) does.  In the 
Hart InterCivic section, this was 
mentioned, but here it is not 
mentioned.   



CASE_OH_DRE_Review_20070618.doc    Page 41 of 50 

Section Content Summary - Sequoia Comments 

CompactFlash. 

1.17-1.18: 
Database Review 

Not applicable since a database is not 
used. 

1.19-1.22: Data 
Integrity 

CRC 16 checks are used.  Vote records 
are stored randomly without timestamps.   
Smart cards used for voter authorization 
are only valid for a certain timeframe.  
Card is deactivated after vote is cast. 
Vote and audit information is stored in 
multiple places. 

1.23-1.31: 
Encryption 
Standards 

DES encryption is used.   
The ballot definition and cast votes are 
not encrypted. 
When polls are closed, cryptographic 
signatures are stored for vote totals. 
The smart card is encrypted. 
The audit log in the AVC Edge or the 
results log is not encrypted. 
AVC Edge does not require passwords 
during an election process.  Passwords are 
required to update the firmware. 
Hard coded passwords were not found. 

 
Note: On page 8 of the report Compuware notes that because of 

“the short time frame of the project it was not 
possible to review every single line of code in the 
applications.”   

Step 3: 
Vulnerability 
Identification 
Platform 
Review 
(p 204-206) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The second part of this section involves Platform Review.  
Platform Review includes a review of the hardware and is 
described in detail on pages 6-8.  Requirement numbers are 2.01-

2.18 

 
An example of a Platform Review Requirement is 2.16: 
 

Requirement: The system shall have a programmable memory 
device that is sealed in the unit with means of tamper 
detection. 

Test Scenario: Inspect the hardware design documents and 
physical hardware. 
 
Highlights of comments 

• AVC Edge enters supervisor mode without any password or 
security measures.  Any voter could place the AVC Edge in 
supervisor mode in a few seconds. 

• Able to ready and modify the Ballot Definition files on 
PCMCIA card, but system detected the change and would not 
load them. 

• Attempts failed to place a counterfeit program on the 
PCMCIA card, disrupt the system, or load any type of 
malware. 

• An election can be closed by turning a switch on the back of 
the AVC Edge.  No password or confirmation is required to 
close an election.  Sequoia provides an option to prevent poll 
closure until a scheduled time, but this was not tested by 
Compuware. 

• PCMCIA cards loaded behind a plastic door that be sealed 
with a wire seal. 

2.01-2.15: Many of these tests 
involve attempting to break the 
security on the voting machine.  
For example, Test 2.03 involves 
attempting to install a program 
on a PCMCIA card.  The fact 
that Compuware was unable to 
break any of the security barriers 
does not mean that it is 
impossible. 
 
There are companies that 
specialize in testing security by 
attempting to break it.  Engaging 
a company like this might be a 
good idea. 
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• Storage case does not have provisions for locks or seals. 

• Unit works properly without power and retains information 
after battery runs out 

Step 3: 
Vulnerability 
Identification 
Physical 
Testing 
(p 207-215) 

Section 3 is a list of requirements (system features) that are 
necessary, the tests performed to check the requirements, and the 
results.   The third part of this section involves Physical Testing.  
Physical Testing includes testing the functionality of the hardware 
and software.  Requirement numbers are 3.01-3.47 
 
An example of a Physical Test Requirement is 3.01: 
 

Requirement: There shall be a programmable memory device 
sealed in unit with means of tamper detection. 

Test Scenario: Check PCMCIA card to determine whether it 
can be removed easily and can be locked. 
 
Highlights of comments 

• PCMCIA card is in a locked compartment (3.01). 

• Logic Accuracy Tests were successful and printed results on 
audit log. 

• Able to connect to MS SQL Server 2000 database used by 
WinEDS and modify data from the election (3.07) 

• Unable to create a counterfeit smart card, load a counterfeit 
program, load vote totals twice, or alter vote counts on 
PCMCIA card. 

• Supervisor screen cannot modify vote results nor close the 
election. 

• Voter can power off AVC Edge.  When powered up again, 
system continues from where it left off, although current voter 
must re-vote. 

• Supervisor screens can be accessed with a combination of 
special keystrokes 

• Audit log is complete and accurate. All transactions are time 
stamped. 

• Post election reports matched mock election 
 

3.01:  This says that PCMCIA 
cards are in a locked 
compartment, but 2.17 seems to 
contradict this. 
 
3.29: Compuware assumes 
curtains will be used to provide 
privacy to the voter.  Is this a 
requirement for all BOE’s that 
use AVC Edge? 
 

Step 4: 
Controls 
Analysis 
 (p 215) 

This brief section states that HAVA requires a security plan for 
electronic voting systems which will be developed by the SOS 
based on the Compuware and InfoSENTRY reports. 
 
This section appears to be the same for each voting machine. 

Does this security plan exist for 
the SOS and each BOE?  What 
actions are taken to monitor 
compliance with provisions in 
the security plan? 

Step 5: Threat 
Likelihood  
(p 216) 

This section includes a list of possible vulnerabilities (e.g., 
hacking, fraud and theft) and assessment (High, Medium, Low) of 
their likelihood.   
 
This section appears to be the same for each voting machine. 

NIST SP 800-30 includes a 
definition of High, Medium, and 
Low which would be a minor, 
but useful addition to the report. 
 

Step 6: 
Impact 
Analysis  
(p 164-165) 

This section includes a list of the vulnerabilities identified and as 
assessment of their impact.   These vulnerabilities come from the 
Test Results in Step 3.  
 
Vulnerability Summary 
 

Review High Medium Low 

Code 1 0 1 

Platform 1 2 2 

Physical Testing 2 0 4 

Total 4 2 7  

Compuware gives some general 
background on how the risk 
impact level is assigned, but 
does not explain why individual 
risks are given a specific level. 
 
Comments on risk impact levels 

• I could not find Data 

Integrity risk in the sections 
3 or 7.  It sounds like a valid 
risk.  Same situation for the 
battery backup risk. 
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• The risk about an unlocked 
PCMCIA card in Physical 
Testing is Low while a 
similar Hart risk is High and 
a similar ES&S risk is 
Medium. 

• The risk about a corrupted 
PCMCIA card in Physical 
Testing is Low while a 
similar Hart risk is Medium. 

 

Step 7: 
Determine 
Risks  
(p 219-239) 

This section repeats the list of tests performed from Step 3 and 
identifies the risks (if any) for each test.  Each risk is associated 
with one of the vulnerabilities listed in Step 6.  This helps identify 
which tests have vulnerability risks 
 

Explain the links better between sections. 

 
There are more tests with risks than vulnerabilities because some 
vulnerabilities show up in more than one test.   
 
Tests with Risks Summary 
 

Review Tests With Risks 

Code 31 6 

Platform 18 5 

Physical Testing 47 9 

Total 96 20 

 
Risk Levels of Identified Risks (p 237) 
 

Review High Medium Low 

Code 0 0 6 

Platform 3 2 0 

Physical Testing 2 5 2 

Total 5 7 8 

 
 
 

Comments on risk levels in the 
Code Review section. 

• 1.08: This risk is not 
included in Section 6 where 
impact is assessed.  Also, it 
seems like the overall risk 
should be Medium since the 
impact is High. 

• 1.23: This risk is not 
included in Section 6 where 
impact is assessed. 

 
Platform Review 

• None 
 
Physical Testing 

• 3.01: This risk says that the 
PCMCIA card is in a bay 
that can be protected by a 
wire seal.  The test results 
for 3.01 in section 3 says 
that the PCMCIA card is 
housed in a locked 
compartment.  

• 3.07/3.41:  I think this risk 
should be High because the 
time span where it could 
occur includes a period of 
weeks or months before and 
after an election.   

Step 8: Risk 
Mitigation 
Strategies 
(p 240-243) 

This section includes a list of risks along with mitigation strategies 
for each risk.  A mitigation strategy is a recommendation for 
actions to take to reduce or eliminate the risk.   
 
NIST SP 800-30 section 4.2 discusses Risk Mitigation Strategies 
and how to determine if action is required.  
 
This may be the most important section in the vendor evaluation.  
It includes the recommended actions for the Secretary of State to 
take (some of which will be done by BOE’s). 
 
Highlights 

• SOS should require vendor to  
o Implement coding standards that include descriptive 

functional comments in all modules of WinEDS 
o Implement coding changes to correct hard-code seed 

to encryption key generation. 

Comments on strategies: 

• None 
 
In the Diebold section (1.16), a 
recommendation to reassessing 
each release of the AccuVote-TS 
was made (apparently) because 
of third party software.  This 
should not be only reason for re-
assessing a voting machine. 
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o incorporate strong encryption to protect ballot 
definition, cast vote records, and the PCMCIA cards 

o provide password protection for supervisor functions 
including closing the polls 

o provide keyed switches on all DRE’s 
o provide a means for attaching locks on AVC Edge 

units. 
o provide locks or seals on all DRE’s for the power 

switches 
 

• SOS should require administrative policies and procedures to   
o Ensure that PCMCIA card is protected from removal 
o Protect against an unauthorized person using a 

counterfeit smart card to cast multiple ballots 
o Protect against PCMCIA cards being corrupted while 

in transit from the polling place to the BOE 
o proper Windows login security on the EMS server 

 

Step 9: 
Conclusion  
(p 135) 

This section includes the overall assessment of the vendor 
(excerpted here): 
 

“Compuware has identified several significant security 
issues, which left unmitigated would provide an 
opportunity for an attacker to disrupt the election 
process or throw the election results into question.  
.. we have developed mitigation recommendations for the 
Secretary of State to implement ….  Provided each of 
these mitigation recommendations can be enacted, 
Compuware has concluded the Diebold AccuVote-TS can be 
securely deployed by the Secretary of State” 
 
This is followed by a list of the high level risks from Step 8 and 
the following statement:  
 

“Election policies and procedures have long been used 
to ensure fair and accurate election results.  The 
deployment of DRE technology will not lessen the need 
for well thought out and consistently enforced policies 
and procedures”. 

There are a number of important 
points to make on this 
assessment 
 

• Compuware’s conclusion 
that the voting machine can 
be deployed assumes that all 
the recommended actions 
(mitigation strategies) are 
taken.   

• No rationale is given for the 
assertion that the Diebold 
DRE can be securely 
deployed.  Step 8 has listed 
risks and mitigation 
strategies, but no analysis is 
provided on whether those 
strategies would be effective 
on Election Day. 

• The focus of the assessment 
is security.  There is no 
attempt to assess whether 
the overall process 
including voting machines 
and necessary procedures 
for security are workable in 
practice. 
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Conclusion 
 
Findings & Recommendations 
 
Below are my high priority findings and recommendations.  There are other findings and recommendations in the main 
part of the review. 

 
Finding 1: The assessment process was adequate and produced valid findings, but could be improved. 
 

The methodology (NIST SP 800-30) provided for a good process for analyzing security risks.  Compuware followed 
it consistently, found numerous risks and made important recommendations for mitigating risks.   
 
It would have been helpful to provide more rationale for some assertions.  For example: 

o In the Diebold Code Review assessment, numerous problems were cited, but Compuware states that the 

code is “FEC 2002 Compliant” without any explanation of what standards are set by the FEC and how 
Diebold’s code was rated against those standards. 

o Values of High, Medium, or Low were assigned to Risk Likelihood, Risk Impact, and Overall Risk Level 
without significant explanation.   

o Risk mitigation strategies were proposed without accompanying analysis of how effective the strategy 
would be. 

 
This is not necessarily a criticism of Compuware since these items could have been outside the scope of what they 
were contracted to do. 

 
Recommendation 1: Future assessments should provide rationale and metrics for assertions when 

possible 
 

Subjective ratings of risk level or code compliances should be accompanied with rationale for them. 
Strategies (including for risk mitigation) should include some discussion on why the strategy will be effective, how 
its success (or lack thereof) can be measured, and perhaps alternative strategies.  
 

Finding 2a: The scope of these assessments was limited 
 

Compuware states in their Introduction & Work In Scope sections that they did a “security assessment and 
validation” in which “the scope was limited to the … DRE plus any data input or output streams.”  

Compuware added that they “did not investigate the election management application itself.” 
 
More specifically 

o The methodology used is focused on analzying security risks 
o The tests were performed on a single DRE selected by the vendor 
o Election Day scenarios (e.g., hundreds or thousands of polling places, precincts, poll workers) were not 

considered.   
 
For example, Compuware correctly pointed out in their original assessment that a hard coded supervisor 
password is a risk.  Diebold resolved that risk in a subsequent release by allowing the password to be 
changed.  The risk was removed for later assessments. 
 
However, in Cuyahoga County the supervisor password was distributed to all 1,400 precincts on a handout 
for the poll workers.  In addition to the poll workers, the password is known to all the people involved in 
setting the password, printing the instructions and packing them into precinct supplies.  Since the printing 
must be done ahead of time, there is plenty of time for someone to get this password.  This is very low 
security, but is not mentioned as a risk.  Note also, if you address that risk by creating 1,400 different 
passwords, you have huge logistical challenge to get those passwords set on the right supervisor cards and 
distributed to the right poll workers.  Unless a miracle occurs, a few of those 1,400 precincts will get the 
wrong passwords and will not be able to start up the voting machines. 
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Another example involves security seals on the door to the DRE memory card.  Requirement 2.17 involves 

“safeguards against and Evidence of tampering …”.  The Test Result for Diebold AccuVote is  
 

“The unit provides for an external lock and/or seal which would prevent tampering 
provided duplicate seals were not available”.   
 

This makes it sound like security seals will solve the problem of tampering with the locking door on a DRE 
and the only concern is whether duplicate seals are available that someone could use to re-seal the door after 
tampering.   
 
Duplicate seals are easily available (or were in Cuyahoga County).  In Cuyahoga County there are over 
5,000 DRE’s and approximately 30,000 seals checked, removed, applied, and recorded on Election Day.  
Our supply bags had many extra seals. 
 
Furthermore the seals only provide security if someone checks them.  The effort involved checking for 
mismatched seal numbers and possible tampering is enormous.  Here is a speculative example 

• Each precinct requires seal numbers be checked and/or recorded for the following (this is from 
memory) 

o Privacy screen (opening and closing polls) 
o Precinct supply bag (two locks) 
o Door to memory cards (checked during opening, unsealed & resealed with new number 

after memory card inserted, unsealed & resealed again after removing after memory card 
removed) 

• Of the 30,000 seal numbers recorded, perhaps one in 30 will be written down incorrectly, not at all, 
or with poor handwriting (this number could be much higher with poll workers being in a hurry) 

• There are 1,000 discrepancies to track down.   

• Does the BOE start an investigation the DRE’s associated with those 1,000 discrepancies?  Or 
would the BOE assume that the discrepancies are typos?   

• In my opinion, solutions like this provide little or no security. 
 

Finding 2b: Test environment was not a real-world environment 
 

Compuware states that “the SOS and Compuware set up a secure, real-world testing environment at the 
State of Ohio Computer Center (SOCC). Compuware obtained the hardware and software to be tested 
from each vendor, and set up the equipment in a secure, locked room at the SOCC facility” 
 
This is a real-world environment for most professional computer systems where  

• equipment is gathered together in a locked room 

• access to the room limited to specific people 

• access to the computers is controlled by login/password and passwords are changed every 30-45 days or 
whenever someone leaves the company 

 
This is not a real-world environment for an election which is different in some important aspects 

• Voting machines are distributed to polling places all across the state 

• The machines are sometimes delivered the day before Election Day and left overnight in schools, churches, 
and other buildings which non-election staff have access to.   

• When the polls are open, the machines are in unlocked rooms filled with many busy people.  Poll workers 
will sometimes be too busy to monitor the voting machines closely.  

• After the polls close, the memory cards are taken immediately to the BOE, but the voting machines are 
picked up and returned afterwards.  They may spend another night unattended before being picked up. 

 
Finding 2c: Many risk mitigation strategies were left to policies and procedures 
 

Compuware’s risk mitigation strategies mostly fall into two categories 
o Fixes by vendors 
o Policies and procedures for the SOS (and perhaps the BOE’s) to define an implement. 
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Every time you see a recommendation for additional policies and procedures, it means that technology cannot do the job.  Policies 
and procedures are not magic solutions that can resolve all problems.  Since they are written and implemented by people, there will 
be mistakes and omissions in the procedures and mistakes by the people following the procedures.   
 
The mistakes will be more frequent when the procedures are performed by people with limited training and little experience 
following the procedures (i.e., poll workers).  Procedures are necessary, but it is very easy to have too many and create confusion 
and risk. 
 
Some specific examples can be found in the report from the Cuyahoga Election Review Panel report 
(http://www.cuyahogavoting.org/CERP_Final_Report_20060720.pdf).  These examples were taken from a report in Wired 
(http://www.wired.com/science/discoveries/news/2006/10/71999?currentPage=all) 

• Due to poor chain of custody for supplies and equipment, 812 voter-access cards (which voters place in 
touch-screen machines to cast their ballot) were lost, along with 215 card encoders, which program the 
voter-access cards. Three hundred thirteen keys to the voting machines' memory-card compartments, where 
votes are stored, also went missing.  

• Officials set up two user accounts on the computer running vote-tabulation software, then assigned one 
password to both accounts and allowed multiple people to use them, thwarting any effort to identify 
individuals who might access and alter the system. 

• Sixty Board of Election employees took touch-screen machines home a weekend before the election to test a 
procedure for transmitting data on election night. 

• The election board hired 69 taxis to transport observers to precincts to collect memory cards and paper rolls 
on election night. But many cab drivers ended up gathering the materials themselves, and about half the cabs 
returned to the warehouse with election data, but no observer. 

• In at least 79 precincts the number of voters who signed the poll books didn't match the number of ballots 
cast. At least eight precincts had more ballots cast than registered voters. Because some polling places 
served several precincts, some of the discrepancies are explained by voters being directed to the wrong 
machines, an error that did not result in uncounted votes. But even when investigators tallied ballots and 
signatures for all precincts in a polling place, 15 locations still had mismatches. In one case investigators 
found 342 more voters than ballots. 

Recommendation 2a: Include Election Operations in future assessments 
 

Election accuracy assessments must take Election Day realities into account. 
Risks to election accuracy can also occur before and after Election Day and must be considered. 
Risk mitigation strategies that work with a single voting machine must be evaluated against an environment with 
thousands of machines. 
All risk mitigation strategies that recommended new “policies & procedures” must be evaluated to ensure they are effective. 
 
My priorities for future assessments of Ohio’s voting systems would be 
 

Review Priority Comments 

Code Review Low There is value in doing additional code reviews, but probably less than other 
areas. 
 
Good code quality (module size, comments, etc) is an important indicator of 
the quality of the programs, but is difficult to measure objectively.  
Compuware has already done this although their reports only include some 
problems found without providing any metrics to provide an overall rating of 
the code (perhaps allowing a comparison of the different vendors). 
 
Reviewing the code for security is more important than code quality, but 
seems to have been done well by Compuware.  There is no way to know if 
they missed problems, so there is always some value in looking again. 
 
If another code review is done, the vendor should provide all the code (I did 
not see statement on whether they did or not) and all the code should be 
reviewed (not just a sample). 
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Encouraging vendors to achieve CMM level 3 is helpful, but it is only 
meaningful if there is some independent certification. 

Platform 
Review 

Medium My background in this area is limited, but Compuware seems to have done a 
good job in reviewing the security aspects of the hardware and operating 
system.   

Physical 
Testing 

Medium Compuware’s application testing covered the main functionality as they 
conducted a mock election including provisional ballots along with some 
error handling (e.g., powering down the voting machine).  This is valuable 
and always the first part of software quality assurance.  However, there are 
other tests that were not performed including more error handling & recovery 
and performance testing. 

Election 
Operations 

High This was not really covered and the risk of fraud or mistakes is as high in this 
area as anywhere. 
 
An important part of this is Performance Testing where the realistic load is 
simulated.  This should include both casting ballots and uploading them into 
the Election Management System. 

 
 

Recommendation 2b: Review Results from Real Elections 
 

Compuware’s analysis, results and recommendations did not include reviewing results from actual elections.  
Reviewing performance from an actual election is always preferable to theoretical analysis and assertions.  
Specifically: 

• Future assessment efforts should include both testing in the lab testing as well as reviewing real results 

• All elections should include a post election review of performance that includes public involvement 
 

Some examples 

• If there is a policy and procedure for security seals, the best way to determine its effectiveness is to do 
some checking after the election. 

• If there is a question about whether poll worker training and the quality of the VVPAT printers is sufficient 
to reliably create the audit trail of legal paper ballots, the best test is checking a sample of them after an 
election. 

 
Recommendation 2c: Future hardware evaluations should not use vendor selected hardware 
 

If asked to provide hardware for testing, vendors will understandably provide machines that have been carefully 
checked to the SOS.  Evaluating machines already in use is a more realistic test. 

 

Finding 3: Compuware’s assessment that voting machines could be “securely deployed” included an 
assumption “each of these mitigation recommendations can be enacted.” 

 
Compuware made numerous recommendations including six general recommendations for the SOS in the Executive 
Summary of the first assessment and about 10 risk mitigation strategies for each voting machine.  
 
Compuware’s (limited) assessment that these machines could be used applies ONLY if all of these recommendations 
were implemented.    
 
For convenience, here are the general recommendations and notes from page 18 of the November 2003 report.  The 
last note (bold added for emphasis) is particularly important.   The recommendations (risk mitigation strategies) for 
individual voting machines can be found in the section on Risk Mitigation Strategies (usually Step 8) in the various 
reports.   
 

1. The SOS should implement an Information Technology and Security Policy Standards Document 
for all related material within any election using a DRE system. 

2. The SOS needs to consider the creation of a Security Director position to oversee 
Policies, Procedures, Information Technology and Security concerns regarding any election 
in which a DRE system is used. 
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3. The SOS should consider the implementation of a statewide set of security policies and 
standards for all counties to follow when using any DRE system. 

4. After the above three recommendations have been addressed, the SOS will need to consider 
the creation of a formal Security Training and Awareness Program for all counties. 

5. The SOS should require Ohio Voting Machine vendors to demonstrate their software 
development capabilities by achieving Software Engineering Institute CMM Level 2 
certification within one year and achieving CMM Level 3 certification within three years.  

6. As new versions of DRE software and hardware are released for use in Ohio, the SOS should 
conduct independent testing similar to this assessment to ensure the voting systems 
continue to meet all necessary security requirements. 

 
Compuware added these notes  
• The recommendations assume DRE systems are not connected to a network and if DRE’s are 

connected to a network, the recommendations would have to be amended. 
• SOS currently has no formal policies and guidelines.  If BOE’s conduct elections without 

this, there is a high risk of vulnerabilities. 

 
Recommendation 3: SOS should determine if recommendations have been implemented 

 
NIST SP 800-30 section 4.3 describes a process for implementing the recommended risk mitigation strategies (e.g., 
prioritize actions, evaluate options, assign responsibility, etc).  Compuware has left this critical step to the Secretary 
of State.  
 
For each report, the Secretary of State should 

• determine if these actions were taken.  If any were not taken, they should be discussed with BOE’s and 
implemented in the absence of a compelling reason. 

• monitor ongoing compliance for recommendations (to ensure that all policies and procedures are being 
followed). 

 

Finding 4: Usability issues exist including Voter Privacy and VVPAT readability  
 

Compuware found the AccuVote-TSX had limited privacy protection and for the other voting machines assumes that 
curtains are in place to protect voter privacy. 
 

Compuware stated that the Diebold VVPAT has a magnifying plat that increases the type size, but “limits the 
view ability.” and does not appear to meet the type size increase to 25 point font (VVPAT reports on other 
vendors have not been included in this review) 
 

Recommendation 4: SOS should determine if voter privacy is sufficient. 
 
Determine if these voting machines provide the privacy required in  
 

ORC 3501.29 Polling places: 
 
(A) The board of elections shall provide for each precinct a polling place and provide adequate facilities at each 
polling place for conducting the election. The board shall provide a sufficient number of screened or curtained 
voting compartments to which electors may retire and conveniently mark their ballots, protected from the 
observation of others. 

 
Determine if these VVPAT viewing windows meet requirements for viewers with impaired vision? 

 

 

Suggestions for additional assessment reviews 
 

• Review other assessment reports 
o other Compuware assessment reports (two for ES&S and two for Hart InterCivic) 
o InfoSENTRY report: http://www.sos.state.oh.us/sos/hava/infoSentry112103.pdf 
o SysTest report http://boe.cuyahogacounty.us/pdf/SysTestLabsFnlRprt_%20071406.pdf  
o Maryland/Ohio Security Assessments Gap Analysis: http://www.sos.state.oh.us/sos/hava/gap022604.pdf 
o Software Review and Security Analysis of the ES&S iVotronic 8.0.1.2 Voting Machine Firmware from Florida State 

University: http://election.dos.state.fl.us/pdf/FinalAudRepSAIT.pdf 
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• Make a complete list of final recommendations for SOS and vendors. 

• Look into FEC 2002 compliance 

• Look into JCARR requirements 

• There were some statements about risks of network configuration in Step 1 for some vendors.  The use of networks and the 
risks involved should be explored. 

 

 


