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‘.. conduct an extensive security assessment and
validation of the Direct Recording Electronic (DRE)
voting machines from four vendors who were qualified by
the SOS to help upgrade the state’s voting systems as
required by the Help America Vote Act of 2002 (HAVA):

e AccuVote-TS from Diebold Election Systems

. iVotronic from Election Systems and Software (ES&S)
. eSlate 3000 from Hart InterCivic
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Comments
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1.

The SOS should implement an Information Technology
and Security Policy Standards Document for all
related material within any election using a DRE
system.

The SOS needs to consider the creation of a Security
Director position to oversee Policies, Procedures,
Information Technology and Security concerns
regarding any election in which a DRE system is
used.

The SOS should consider the implementation of a
statewide set of security policies and standards for
all counties to follow when using any DRE system.
After the above three recommendations have been
addressed, the SOS will need to consider the
creation of a formal Security Training and Awareness
Program for all counties.

The SOS should require Ohio Voting Machine vendors
to demonstrate their software development
capabilities by achieving Software Engineering
Institute CMM Level 2 certification within one year
and achieving CMM Level 3 certification within three
years.

As new versions of DRE software and hardware are
released for use in Ohio, the SOS should conduct
independent testing similar to this assessment to
ensure the voting systems continue to meet all
necessary security requirements.

(s

The recommendations assume DRE systems are not
connected to a network and if DRE’s are connected to
a network, the recommendations would have to be
amended.

%&" ! $

SOS currently has no formal policies and guidelines.
IT BOE’s conduct elections without this, there is a
high risk of vulnerabilities.
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" 4 A4 removable media (added)

& ;.8 O Perform a technical review of the code and make
improvements to avoid losing votes if files are
altered on a smart card (added)
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file system (added)
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(59 =
TE 1& (!8

$( I+ 85 $$%

ACompuware has identified several significant security
issues, which left unmitigated would provide an
opportunity for an attacker to disrupt the election
process or throw the election results into question.

.. we have developed mitigation recommendations for the
Secretary of State to implement ... Provided each of
these mitigation recommendations can be enacted,
Compuware has concluded the Diebold AccuVote-TS can be

securely deployed by the Secretary of StateB

"($% *1

. . °/+$§ CC(+ #1831 % &
+ 0

AElection policies and procedures have long been used
to ensure fair and accurate election results. The
deployment of DRE technology will not lessen the need
for well thought out and consistently enforced policies

and proceduresB
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List of ES&S Reports
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Comments

& . ;)8

"($$ $ $(C ®

‘.. conduct an extensive security assessment and
validation of the Direct Recording Electronic (DRE)
voting machines from four vendors who were qualified by
the SOS to help upgrade the state’s voting systems as
required by the Help America Vote Act of 2002 (HAVA):

e AccuVote-TS from Diebold Election Systems

. iVotronic from Election Systems and Software (ES&S)
. eSlate 3000 from Hart InterCivic

e AVC Edge from Sequoia Voting Systems”

8 $1& ( 13 " 9«__.a technical
review and test of the source code, operating systems,

and hardware platforms of the DRE’s.B "( ! & ! L
I $3% 1§ § " 1% ( 18387 |
Al $3 % $! $B84 I %% $

6" C7 & $" 198 $9

‘.. conducting an evaluation of the administrative
policies and procedures utilized by the voting system
vendors to ensure that security is built in and
maintained in their voting systems, and evaluating the

state’s administrative processesl)B
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data input or output streams which service the DRE B
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! ) . -

/" ) , ]
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$36 I $% 13+ ( # Di= K=i1 1
%4 # Di= K=t 1 1 P+ 183+ ¢
$ % *1 %* (

RIS

& 8

%&" 1 &l t$ T+l %% $

1. The SOS should implement an Information Technology
and Security Policy Standards Document for all
related material within any election using a DRE
system.

2. The SOS needs to consider the creation of a Security
Director position to oversee Policies, Procedures,
Information Technology and Security concerns
regarding any election in which a DRE system is
used.

3. The SOS should consider the implementation of a
statewide set of security policies and standards for
all counties to follow when using any DRE system.

4. After the above three recommendations have been
addressed, the SOS will need to consider the
creation of a formal Security Training and Awareness
Program for all counties.

5. The SOS should require Ohio Voting Machine vendors
to demonstrate their software development
capabilities by achieving Software Engineering
Institute CMM Level 2 certification within one year
and achieving CMM Level 3 certification within three
years.

6. As new versions of DRE software and hardware are
released for use in Ohio, the SOS should conduct
independent testing similar to this assessment to
ensure the voting systems continue to meet all
necessary security requirements.

%8&" ! (3 $

e The recommendations assume DRE systems are not
connected to a network and if DRE’s are connected to
a network, the recommendations would have to be
amended.

. SOS currently has no formal policies and guidelines.
IT¥ BOE’s conduct elections without this, there is a
high risk of vulnerabilities.
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Section Content Summary — ES&S Comments
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ACompuware has identified several significant security
issues, which left unmitigated would provide an ° %&" ! 0% '$
opportunity for an attacker to disrupt the election ( ( % (
process or throw the election results into question. * f
. we have developed mitigation recommendations for the & 1 $5"% $ ( t
Secretary of State to implement ... Provided each of (! %% $
these mitigation recommendations can be enacted, 7% $1 48 1
Compuware has concluded the Diebold AccuVote-TS can be 3 ) )
securely deployed by the Secretary of StateB
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4. Hart InterCivic

List of Hart InterCivic Reports
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Hart InterCivic Assessment Review

Section

Content Summary — Hart InterCivic

Comments
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"($$ $ $(C ®

‘.. conduct an extensive security assessment and
validation of the Direct Recording Electronic (DRE)
voting machines from four vendors who were qualified by
the SOS to help upgrade the state’s voting systems as
required by the Help America Vote Act of 2002 (HAVA):

e AccuVote-TS from Diebold Election Systems

. iVotronic from Election Systems and Software (ES&S)
. eSlate 3000 from Hart InterCivic

e AVC Edge from Sequoia Voting Systems”

"8 $1& ( 13 " 9«__.a technical
review and test of the source code, operating systems,

and hardware platforms of the DRE’s.B "( ! & ! L
I $3% 1§ § " 1% ( 18387 |
Al $3 % $! $B84 I %% $

6" C7 & $" 198 $9

‘.. conducting an evaluation of the administrative
policies and procedures utilized by the voting system
vendors to ensure that security is built in and
maintained in their voting systems, and evaluating the

state’s administrative processesl)B
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! $ & 9«._the scope is limited to the various
hardware and software components of the DRE plus any

data input or output streams which service the DRE B
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Section Content Summary — Hart InterCivic Comments
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Section

Content Summary — Hart InterCivic

Comments
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The SOS should implement an Information Technology
and Security Policy Standards Document for all
related material within any election using a DRE
system.

The SOS needs to consider the creation of a Security
Director position to oversee Policies, Procedures,
Information Technology and Security concerns
regarding any election in which a DRE system is
used.

The SOS should consider the implementation of a
statewide set of security policies and standards for
all counties to follow when using any DRE system.
After the above three recommendations have been
addressed, the SOS will need to consider the
creation of a formal Security Training and Awareness
Program for all counties.

The SOS should require Ohio Voting Machine vendors
to demonstrate their software development
capabilities by achieving Software Engineering
Institute CMM Level 2 certification within one year
and achieving CMM Level 3 certification within three
years.

As new versions of DRE software and hardware are
released for use in Ohio, the SOS should conduct
independent testing similar to this assessment to
ensure the voting systems continue to meet all
necessary security requirements.

%&" ! ($ $
The recommendations assume DRE systems are not
connected to a network and if DRE’s are connected to
a network, the recommendations would have to be
amended.
SOS currently has no formal policies and guidelines.
IT¥ BOE’s conduct elections without this, there is a
high risk of vulnerabilities.
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Section Content Summary — Hart InterCivic Comments
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Requirement) The system shall have a programmable memory
device that is sealed in the unit with means of tamper
detection.

Test Scenariod Inspect the hardware design documents and
physical hardware.
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ACompuware has identified several significant security
issues, Which left unmitigated w9uld provide an i ° %&" 1 0% '$
opportunity for an attacker to disrupt the election 0
process or throw the election results into question. ¢ ( % (

. we have developed mitigation recommendations for the * &1 $5"% $ ( H
Secretary of State to implement ... Provided each of (! %% $
these mitigation recommendatigns can be enacted, 7% $1 48 1
Compuware has concluded the Diebold AccuVote-TS can be 3
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Election policies and procedures have long been used -
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5. Sequoia
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Sequoia Assessment Review

Section

Content Summary - Sequoia

Comments
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‘.. conduct an extensive security assessment and
validation of the Direct Recording Electronic (DRE)
voting machines from four vendors who were qualified by
the SOS to help upgrade the state’s voting systems as
required by the Help America Vote Act of 2002 (HAVA):

e AccuVote-TS from Diebold Election Systems

. iVotronic from Election Systems and Software (ES&S)
e eSlate 3000 from Hart InterCivic

e AVC Edge from Sequoia Voting Systems”
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‘.. conducting an evaluation of the administrative
policies and procedures utilized by the voting system
vendors to ensure that security is built in and
maintained in their voting systems, and evaluating the

state’s administrative processesl)B
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2. The SOS needs to consider the creation of a Security | &+ $ "+ $
Director position to oversee Policies, Procedures,
Information Technology and Security concerns -
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used. %"'$

3. The SOS should consider the implementation of a ° 104 ($ $
statewide set of security policies and standards for | 3
all counties to follow when using any DRE system. '

4. After the above three recommendations have been * ! $( ! 3
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and achieving CMM Level 3 certification within three : o
years. +1 $ 3
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released for use in Ohio, the SOS should conduct ] ==i# + $ (
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e The recommendations assume DRE systems are not
connected to a network and if DRE’s are connected to
a network, the recommendations would have to be
amended.

. SOS currently has no formal policies and guidelines.
IT BOE’s conduct elections without this, there is a
high risk of vulnerabilities.
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The SOS should implement an Information Technology and Security Policy Standards Document
for all related material within any election using a DRE system.

The SOS needs to consider the creation of a Security Director position to oversee
Policies, Procedures, Information Technology and Security concerns regarding any election
in which a DRE system is used.
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The recommendations assume DRE systems are not connected to a network and if DRE’s are

The SOS should consider the implementation of a statewide set of security policies and

standards for all counties to follow when using any DRE system.

After the above three recommendations have been addressed, the SOS will need to consider

the creation of a formal Security Training and Awareness Program for all counties.
The SOS should require Ohio Voting Machine vendors to demonstrate their software
development capabilities by achieving Software Engineering Institute CMM Level 2

certification within one year and achieving CMM Level 3 certification within three years.
As new versions of DRE software and hardware are released for use in Ohio, the SOS should

conduct independent testing similar to this assessment to ensure the voting systems
continue to meet all necessary security requirements.

(s $

connected to a network, the recommendations would have to be amended.
SOS currently has no formal policies and guidelines.
this, there is a high risk of vulnerabilities.
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